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Thank you for attending the Teradata 
workshop hosted by DHS S&T on Friday 
April 22nd.  This document contains 
some helpful information pertaining to 
the topics discussed.  Please click on the 
paper clip icon on the left side of the 
screen to reveal the attachments.

Teradata Government Fact Sheet - a high-level description of Teradata Government Systems, integrated data 
warehousing, and big data and analytics.
Data Dominance Brochure - detailed information on Teradata solution offerings, core capabilities, current 
government customers, certifications, contract vehicles, partners,  and tools
Analytics in the Service of Smart Government - white paper discussing the opportunities for tools and 
technologies for enabling and simplifying big data analytics despite the aging and complex legacy infrastructure. 
Text and Graph Analytics for Government - three briefs identifying a powerful capability for rapidly 
finding,measuring, and visualizing social networks and analytic techniques that can identify content of interest, 
and analyze the social networks of members and their supporters.
Discovering Business Insights in Big Data Using SQL-MapReduce - white paper discussing some of the 
alternative technologies available for developing a discovery platform, such as Hadoop, MapReduce, NoSQL, 
schema-on-read, and SQL-fication.
Data Lake Services - brochure defining data lake services which will help lower the time, cost, and effort of 
managing and preparing data for analytics
Hadoop Appliances and Teradata - critical considerations for Hadoop deployments and the role of appliances. 
UDA White Paper- How Unified Data Architecture can revolutionize analytics in Government
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Combining Techniques to Combat Extremist 
Cyber-Recruitment on Social Media


GOVERNMENT


The Problem


The use of social media by terrorist groups is very 
sophisticated and, when used for radical propaganda 
and terrorist recruitment, its broad reach can be difficult 
to combat without ways to isolate highest value targets. 
By combining multiple types of analytic techniques, we 
can identify content of interest, and analyze the social 
networks of members and their supporters.


The increasing number of potential accounts to analyze 
can quickly become overwhelming. Just three layers into 
the friends/followers of a single individual can result in a set 
of over 1 million users—far too many to analyze manually. 
Teradata’s multi-genre use of text, machine learning, 
psycholinguistic, and graph techniques allows rapid analysis 
of vast amounts of data with a high degree of accuracy for 
identifying Twitter posts and people of interest.


The Data


A 1 percent Twitter sample was analyzed.


Technical Approach


A four-phase approach reduces a set of Twitter accounts 
of interest to a manageable level, and with a sufficient 
degree of accuracy so that manual review can take over. 


Phase 1: Identify Tweets of Interest—Teradata filters out 
the noise (i.e., tokenize, remove URLs and stopwords), 
then builds a supervised machine learning model for 
distinguishing between radical vs. non-radical tweets 
using word frequencies as features. High model 
accuracies are achieved (~90%). 


Phase 2: Refine List of Suspects: A psycholinguistic tool 
is used to develop personality models of suspect users 


based upon patterns of expression in tweets. The volume/
extent of tweets is so broad that analysis of content 
must be refined for better understanding of intent—
accomplished by a Receptiviti app that generates over 
100 new psychological variables, which can be combined 
with content analytics (Figure 1). The combined analytics 
on tweet content and psycholinguistic criteria is effective 
at filtering out false positives. 


Phase 3: Determine Topics and Trends—Combining 
Phases 1 and 2 yields a reduced set of accounts of interest. 
Tweet content can now be analyzed for common topics, 
trends or important messaging, and sentiment. Word 
associations can be calculated with collaborative filtering 
and visualized (Figure 2).


Phase 4: Map the Social Network—The reduced set of 
accounts yields a network of connections that can be 
analyzed using graph analysis techniques to identify the 
most connected users in the sample. Figure 3 shows the 
top 1 percent of users by betweenness as one of the most 
important views in the network.


Three layers into the friends/followers of a single 
individual can result in a set of over 1 million users.


Psycholinguistic Measures


Figure 1: Psycholinguistic measures of radical vs. non-radical 
expression (visual is from a Receptiviti app used in this analysis).


Figure 1: Selected psycho-linguistic measures, for radical vs. non-rad-
ical users. Differences in use of language helps go beyond just content when categorizing the accounts of interest. Image from Receptiviti app 
used in this analysis.


Figure 2: Radical Twitter content topics visual- ised by 
tweet sentiment (red = negative, blue = positive, yellow = 
neutral). The negative cluster at bottom right is from a 
single tweet retweeted many times.
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Radical Twitter Content Topics


Figure 2: Radical Twitter content topics visualized by tweet 
sentiment (red = negative, blue = positive, yellow = neutral). The 
negative cluster at bottom right is from a single tweet retweeted 
many times.


Graph Analysis Techniques


Figure 3: The larger the node, the more influential the account; 
same page rank technique as Google uses to order search feeds.


The Results


By combining analytics techniques we identified Twitter 
users of interest, discovered their text-based content, 
and mapped their social network. Utilizing the multi-
genre approach, Teradata triages available data down 
to a manageable size for analysts to work with. This 
approach also has applications well beyond extremism 
(e.g., border patrol, drug traffickers, human trafficking, 
and pedophile rings).



http://www.teradata.com

http://www.facebook.com/Teradata

http://www.twitter.com/teradata

http://www.linkedin.com/company/teradata
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“Do you want  
to spend a lot of time 


setting up and running 
a fancy new technical 


infrastructure or do 
you think your Hadoop 


environment will help to 
provide you with insights 


into your company and 
its customers. 


”
Author Philip Howard
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his paper is in two parts.  The 
first part discusses the use of 
Hadoop-based appliances.  In 


fact, many of the arguments put forward 
here apply to all sorts of appliances 
but we will be focused specifically on 
≈ Hadoop appliances.  In this context 
there are arguments both for and 
against the implementation of Hadoop 
appliances and while we believe that 
the former outweigh the latter we must 
acknowledge that some of the arguments 
against the use of Hadoop appliances 
are both cogent and valid.  In the second 
part of this paper we will discuss specific 
features of the Teradata Appliance for 
Hadoop and how this particular appliance 
not only offers the advantages of 
appliances in general but also overcomes 
some of the objections commonly raised 
against appliance-based deployments.


What is the fundamental choice 
between using an appliance and not 
using an appliance?  There are three 
fundamental elements to this:


1. Initial costs.


2. Ongoing costs.


3. Opportunity, productivity and risk


In our view, the first of these is all too 
often a mirage.  It is too easy to consider 
capital expenditure in isolation without 
respect to operating costs; and operating 
costs do not just mean maintenance, 
they include the time and effort 
involved in implementing the solution, 
administering and managing performance 
on an ongoing basis, and ensuring high 
availability.  All of these factors add up to 
total cost of ownership.


On the other side of the equation 
are unquantifiable but nevertheless 
important considerations.  These include 
the risks involved with implementing 
Hadoop on your own: what are the 
dangers involved with unforeseen delays 
to your implementation?  Even if there 
are no delays it will always take longer 
compared to having an appliance that 
is pre-configured and ready to run, and 
what are the opportunity costs associated 
with that and how will that affect 
productivity?  There are similar questions 
with respect to high availability and 
performance.  We cannot answer these 
questions specifically (though we will 
quote some research into these areas) 
because every business is different and 
uses of Hadoop vary widely.  However, 
the answers to these questions need to 
be balanced against any total cost of 
ownership considerations.


Alternatively, consider why you 
are implementing Hadoop in the first 
place.  Do you want to spend a lot of 
time setting up and running a fancy new 
technical infrastructure or do you think 
your Hadoop environment will help 
to provide you with insights into your 
company and its customers that will 
help you to run your organisation more 
efficiently and with greater profit?  We 
think the answer is probably the latter. In 
that case, why not let someone else make 
the hard yards and leave you to score the 
touchdown?


It is the view of Bloor Research that, 
when all relevant factors are taken into 
account, an appliance based approach 
will provide faster time to value, a more 
rapid return on your investment and, 
more often than not, a lower total cost 
of ownership as you measure it over the 
years – not just the first year itself. It will 
allow you to focus on what you really 
want: better and more timely analytics.


Executive summary
“How do I love thee? Let me count the ways.”


T


“Do you want to spend 
a lot of time setting up 


and running a fancy new 
technical infrastructure 


or do you think your 
Hadoop environment 


will help to provide 
you with insights into 
your company and its 


customers.


”
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“Hadoop is a file 
system rather than 
a database but 
it has the same 
administrative 
requirements as a 
database.


”


efore going into detail we 
should define what we are 
talking about.  Specifically, 


what is Hadoop and what do we mean 
by an appliance?  In the case of Hadoop 
it is easiest to think of this is a database 
implemented on top of low cost clustered 
hardware that is (relatively) easy to scale 
from terabytes to petabytes and which can 
handle all types of data: text, video, audio, 
relational data, machine generated data 
and so on.  In fact, Hadoop is a file system 
rather than a database but it has the same 
administrative requirements as a database 
so it is simpler to think of it in those 
terms.  The use of Hadoop has become 
increasingly popular for a variety of use 
cases (most notably analytics and archival). 
These are usually batch-oriented processes 
rather than real-time.


There are multiple versions of Hadoop 
provided by different vendors, known as 
distributions.  The most popular of these 
are provided by Cloudera and Hortonworks.  
These are the same in their fundamentals 
but different vendors provide distinct 
and competitive products that run 
in conjunction with their particular 
distribution.  For example, Cloudera Impala 
(which is a “real” database running on 
top of the Hadoop file) competes with 
Hortonworks Stinger. 


As for an appliance: to put this briefly, 
we mean a hardware solution upon which 
relevant software has been installed prior 
to delivery and which has been configured 
to provide optimal performance.  In other 
words, it is ready to run.  As we shall see, 
two of the arguments against the use 
of appliances are precisely that they are 
pre-configured and that you don’t get 
to choose which configuration you want 
or what software is implemented on 
your Hadoop cluster.  However, Teradata 
provides multiple configurations as well 
as a choice of Hadoop distributions (either 
Cloudera or Hortonworks) and supporting 
software, so any concerns about such 
choices should not put you off reading 
further.


Definitions


B
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here are a variety of ways 
in which appliances have 
advantages over do-it-yourself 


approaches and this is regardless of 
whether we are discussing a Hadoop 
based environment or not.  These 
typically consist of a variety of factors 
that add up to three primary arguments: 
that appliances cost less in the long run, 
that they reduce the risks involved in 
implementing relevant technology, and 
that they provide faster time to value 
and return on investment.  We need to 
examine the various factors involved.


Implementing a Hadoop cluster  
is not trivial 
There are a lot of things that you need to 
do when implementing a Hadoop cluster. 
For example, you need to design and 
architect the hardware and software stack, 
set up the server configuration, perform 
installations, enable the relevant Hadoop 
distribution, implement appropriate 
security features, tune the system, perform 
system integration testing and so on. To 
give an idea of the complexity of this, there 
are three full pages of shell commands 
that need to be input to complete the 
setup configuration for each node in 
the cluster. And this is just the tip of 
the iceberg. For those interested in the 
technical detail a more complete listing 
of the steps you need to go through – and 
which will have been done for you if you 
adopt an appliance-based approach – is 
provided in Appendix A. 


Estimates differ as to the cost of this 
work. According to a survey carried out by 
Treasure Data (www.treasure-data.com/
whitepapers/TreasureData_tco_whitepaper.
pdf) the number of man days required 
to see a Hadoop project through from 
inception to complete installation varies 
between 60 and 160 man days with a 
median value of 110 days.  At $1,500 per 
day, that is a total cost of $165,000 for 
median respondents.  However, Treasure 
Data has not published any details of 
cost versus scale and this is likely to be 
a significant factor.  That is, the company 
did not distinguish between the time 
taken to implement a small Hadoop 
cluster versus a large Hadoop cluster 
and this is likely to be a significant 


factor (remember the three pages of 
shell commands per node). Fortunately, 
Cabot Partners (www.cabotpartners.com/
Downloads/TCO-Study-Pure-Data-versus-
Hadoop-May-2015.pdf) have taken this 
into account.  It estimates deployment 
costs for a Hadoop cluster at $320,000 
for a small (18TB) cluster, $1,066,000 for 
a medium (192TB) cluster, $2,167,000 for 
a large (780TB) cluster and $4,605,000 
for an enterprise (1.5PB) cluster.  On this 
basis, the scale of the implementations 
considered by Treasure Data must have 
been very limited.


 Whatever the costs of 
implementation are – and they will 
vary by project – there is no doubt that 
they are substantial.  Moreover, these 


figures rightly suggest that installing a 
Hadoop cluster is not a trivial exercise. 
It requires significant expertise and is 
not something to be undertaken lightly.  
As a case in point Bloor Research was 
recently involved in interviewing a 
user organisation that had attempted 
to implement its own Hadoop cluster.  
As this enterprise was actually a very 
well-known IT company it assumed 
that it would have the expertise to 
implement this cluster on its own.  After 
spending some weeks of attempting to 
do this the company admitted defeat 
and called in consultants from a leading 
systems integrator.  After a significant 
further delay, not to mention even more 
significant consulting fees, the company 
went back to the original provider of 
the software that was going to run on 


Critical considerations


T


18TB
$320,000


192TB
$1,066,000


780TB
$2,167,000


Figure 1: Deployment costs for Hadoop cluster
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top of its Hadoop platform, for its help 
in implementing its solution.  While one 
swallow does not make a summer, this 
example is illustrative: implementing 
Hadoop is neither simple nor easy. 


Further, there is another problem.  
There is a general shortage of skilled IT 
professionals (according to reports from 
ESG Research (http://www.esg-global.com/
blogs/cybersecurity-skills-shortage-panic-
in-2015/) around 25% of organisations 
report this) and, in particular, there 
is a shortage of experienced Hadoop 
engineers who can design, implement 
and test Hadoop clusters.  Given the 
relatively newness of Hadoop technology 
this is not surprising but it does mean 
that those who do have such experience 
can command top dollar and may not be 
easily available.


Keeping performance up to scratch
Just like any other installation your 
Hadoop implementation needs to be 
managed.  However, this is not just a 
database: it is a database running on top 
of a complex hardware infrastructure 
and both have to be managed to 
maintain optimal efficiency.  This 


means monitoring and diagnostics 
tools for the hardware cluster but 
also ongoing administration functions 
such as managing access, performance 
tuning, and so forth from a software 
perspective.  In other words, all of the 
sorts of database administration you 
would expect plus relevant hardware 
capabilities.  Worse, functions like 
tuning are considerably more complex 


in a Hadoop environment compared to, 
for example, a relational database.  As 
an instance of this.  Some 80 different 
variables have been identified that 
impact on performance in a Hadoop 
cluster (see http://www.enterprisetech.
com/2014/11/20/unravelling-hadoop-
performance-mysteries/).


In addition, ongoing administration 
for Hadoop clusters suffers from 
many of the same sort of issues as 
implementation.  While you may 
eliminate (or reduce: some Hadoop 
appliance vendors make a one-off charge 
for installation) implementation costs 
by adopting an appliance, you cannot 
eliminate ongoing administration.  You 
can, however, reduce those costs.  While 
Teradata has some specific capabilities in 
this respect (which we will discuss later) 
appliance vendors in general would be 
expected to provide administrative and 
monitoring consoles that can reduce 
the human capital and costs needed to 
maintain a Hadoop cluster.  Moreover, 
there is also an implementation aspect 
to administration, as the relevant tools 
and diagnostics need to be installed 
and configured.  Appendix B provides 
some technical details of the sort of 
administration facilities that you would 
expect from an appliance but which 
you have to source and implement for 
yourself if taking a DIY approach. 


Estimates of the costs required 
to administer Hadoop clusters vary 
widely.  MapR, for example, estimates 
administrative costs at between $1m and 
$1.2m for a 500TB cluster (see https://
www.mapr.com/resources/calculate-
your-total-cost-ownership) while Cabot 
Partners calculate these costs as starting 
at $759,000 for a small system and a 
whopping $7,948,000 for an enterprise-
scale implementation.  In the case 
of Cabot Partners the company was 
comparing costs with a non-Hadoop 
appliance and it estimated administrative 
costs at a very much lower level for the 
latter: for example, at less than a third 
in the case of the largest system.  While 
we can’t draw direct conclusions from 
this research, there will be similarities 
in the sense of pre-built monitoring and 
other tools, as mentioned above, and we 


“Some 80 different 
variables have been 
identified that impact 
on performance in a 
Hadoop cluster.


”


Figure 2: Cost to administer Hadoop clusters


SMALL SYSTEM$759,000


ENTERPRISE SCALE


IMPLEMENTATION
$7,948,000
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would therefore expect some appreciable 
savings in administrative costs when 
using a Hadoop appliance compared to a 
DIY-based system, given the proviso that 
relevant tools are indeed built-in.


High availability
High availability – essential if any 
Hadoop cluster is regarded as mission 
critical – is something you would expect 
to see in any appropriate appliance 
but which you would have to build 
for yourself if taking a do-it-yourself 
approach to Hadoop.  This is not trivial, 
especially when it comes to things like 
parallel interconnects.  Moreover, it is not 
just the additional hardware but there 
are also additional implementation and 
administrative requirements.  Also, once 
again, there are implementation factors: 
these are detailed in Appendix C.


Cabot Partners has estimated the 
costs of downtime.  As noted, it was 
comparing a non-Hadoop appliance 
with a DIY Hadoop implementation.  If 
we can assume that a Hadoop appliance 
will be comparable in terms of high 
availability to other appliances – a 
reasonable assumption – then Cabot’s 
research suggests that an appliance 
will typically have 99.9% uptime for a 
small system reducing to 99.8% for an 
enterprise deployment.  Conversely, a 
non-appliance based approach will start 
with 99.8% uptime and reduce to 99.6% 
for the very largest installations.  That 
represents two to four lost hours per 
year.  That may not sound like much but 
according to research (see http://basho.
com/posts/business/infographic-down-
with-downtime/#) 95% of companies with 
more than 1,000 employees estimate that 
downtime costs $100,000 per hour, while 
50% of large businesses claim that it 
costs $300,000 per hour.  In other words, 
lack of appliance-level high availability 
can cost significant sums annually, in 
some cases exceeding $1m per annum. 


To be fair, the figures provided by 
Basho are going to include transactional 
and customer-facing applications and 
many Hadoop implementations are not 
going to be used in such a way.  We 
cannot, therefore, be absolute about the 
costs resulting from downtime except 


to say that they may be significant.  In 
this context it is worth commenting 
that today the majority of Hadoop jobs 
are either batch oriented or back-office 
applications, or both.  In these cases, 
while downtime is costly in terms of 
productivity, direct costs are limited. 
Nevertheless, experience with earlier 
generations of analytic technology, 
suggests that the use of Hadoop will 
become more mission-critical over time, 
so that high availability will become 
increasingly important.


Hadoop is not an island
Integration is another issue, both in terms 
of initially loading the data, which you 
want to be able to do rapidly, but also 
with respect to queries.  This is worth 
exploring in a little more detail.  In the 


case of data ingestion this may be a 
simple ETL (extract, transform and load) 
or, more likely, ELT (where you use the 
power of the Hadoop cluster to perform 
transformations after loading the data, 
rather than the other way around), but it 
may also mean continuously loading data 
from, say, a streaming analytics platform 
where the latter is performing real-time 
operational analytics and the Hadoop 
cluster is used for more long-term analysis.  
More generally, you may have queries that 
span not just the Hadoop environment 
but also more conventional database and 
data warehousing environments as well as 
streaming platforms.


In other words, Hadoop clusters are 
not usually isolated from the rest of your 
computing environment.  They will be 


“Teradata offers a choice 
of configurations for its 


Hadoop appliance.


”
Figure 3: Etimated cost of downtime per hour


COMPANY WITH
OVER 1,000
EMPLOYEESESTIMATE
$100,000PH


LARGE SCALE
BUSINESSESESTIMATE
$300,000PH
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integrated with it.  If you implement a 
DIY approach to Hadoop then you will 
need to take a similar DIY approach to 
integration: license the tools, implement 
them, make sure they work together, and 
upgrade and patch them to ensure the 
environment remains integrated in the 
way that you wish.  Conversely, if such 
capabilities are built-in by the provider 
of the appliance – which they are in the 
case of Teradata – then you do not have 
to license or install these as separate 
products and the ability to integrate is 
provided out of the box.


Flexibility
One of the major arguments against the 
use of appliances has been that they 
are inflexible in two respects.  Firstly, 
that they have a fixed configuration that 
does not support different Hadoop use 
cases (archival versus query processing, 
for example) and, secondly, that because 
vendors typically provide their own 
version of one of the leading Hadoop 
distributions, then they are usually slow 
to provide the features of new releases 
and upgrades to Hadoop.  These are valid 
criticisms.  While we are getting ahead 
of ourselves, it is worth noting that in its 
latest release, Teradata offers a choice of 
configurations for its Hadoop appliance 
and, moreover, it is no longer providing 
its own distribution or version of Hadoop 
but is deploying a (choice of) standard 
distributions so that software upgrades 
can be made available immediately.


Opportunity, productivity and risk
Three of the issues that are rarely 
addressed when considering Hadoop 
options are, firstly, the risks involved with 
implementing a Hadoop cluster manually, 
secondly that there are opportunities 
that may be lost or delayed because 
implementation takes longer, and thirdly 
the reduced productivity deriving from 
data scientists and business analysts, for 
the same reason. 


As far as risks are concerned, the 
customer story related above is a case 
in point.  The eventual implementation 
was significantly delayed and direct costs, 
not to mention indirect (opportunity and 
productivity) costs, were much greater 


than expected.  There are also risks 
associated with provisioning insufficient 
hardware or hardware that is not 
powerful enough, which again will result 
in delays, as well as risking a loss of faith 
in the new system.


As far as opportunity costs are 
concerned Cabot Partners estimate this 
at between $17,500 and $52,500 per 
day.  Thus, if it takes say 30 days longer 
to implement a DIY cluster compared to 
an appliance then the opportunity costs 
range upwards from half a million dollars. 
Similarly, Cabot’s research suggests 
that the productivity of data scientists 
was reduced by between 13.5% and 
27% because of implementation delays, 
downtime and poor performance, while 
operators and engineers had similar 
reductions between 15% and 30%.


True Costs
The biggest argument against using a 
Hadoop appliance is that it is more costly 
than adopting a do-it-yourself approach. 
However, it is important in making such 
judgements to ensure that apples are 
being compared with apples. 


One of the arguments in favour of 
DIY is that you can reuse older, otherwise 
redundant servers that otherwise have no 
use.  This is sometimes true, but less often 
than you might think.  It will often be the 
case, for example, that existing system 
have memory and/or disk configurations 
that make them unsuitable for Hadoop 
processing.  Moreover, even if they can 
be reused then in any Hadoop cluster of 
significant size this tends to mean that 
some nodes in the cluster perform better 
than others, which either means that 
performance is unpredictable or that the 
whole cluster is slowed down by the reuse 
of older servers.  Nevertheless, depending 
on the application, this may be a cost 
worth bearing.  However, in so far as this 
paper is concerned we cannot make any 
realistic comparisons on cost if this is your 
approach because of the variability of the 
situation: how many servers are being 
reused and what percentage of the overall 
cluster size consists of these older servers?  
We will therefore limit further comments 
to environments where all the hardware 
involved is new.


“… if it takes say 
30 days longer to 
implement a DIY 
cluster compared to 
an appliance then 
the opportunity costs 
range upwards from 
half a million dollars.


”
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“… you will also need 
cabinets, cables, 


switches and other 
miscellaneous 


equipment, which 
would be included in 


an appliance.


”


Leaving this issue aside a reasonable 
judgement is that the initial costs of an 
appliance will be twenty to thirty percent 
higher than they would be if you acquired 
your servers for yourself.  However, you 
will also need cabinets, cables, switches 
and other miscellaneous equipment, 
which would be included in an appliance, 
and these additional costs will reduce 
this differential.  Similarly, annual 
maintenance fees will be proportionately 
higher.  However, to make a true apples 
to apples comparison you need to add in 
all the configuration and implementation 
work that goes into an appliance which 
you do not have to do for yourself, 
plus the sort of additional software 
to support integration, administration 
and monitoring that will come with the 
appliance.  There are also imponderables 
such as opportunity and productivity 
costs as well as however much value you 
put in having a single source of support.


Of course, there is a complicating 
factor: apart from maintenance and 
support licensing an appliance is a 
capital expense whereas building your 
own Hadoop cluster involves partly 
a capital expense but also operating 
expenses: all that implementation time 
and any additional administrative time 
are operational expenses for which it may 
be easier to get budget than having this 
all bundled into a capital expense.  This 
is, in our view, a short-sighted view.  Bloor 
Research believes that the key factors to 
be considered are total cost of ownership 
over a relevant time period (typically 
three or five years), and time to value: 
how soon are you going to get returns 
from your investment.  In our opinion, if 
both of these factors are taken fully into 
account then Hadoop appliances will be 
much more cost-effective than it might 
appear on the surface.
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hile we have made reference 
to a few of the features of the 
Teradata Appliance for Hadoop 


in the previous sections we have largely 
concentrated on the generic advantages, 
and to a lesser extent disadvantages, 
of an appliance-based approach to 
Hadoop as opposed to rolling your own 
Hadoop implementation.  However, the 
Teradata Appliance for Hadoop has a 
number of advantages over other Hadoop 
appliances, some of which are unique.  If 
you are unconvinced of the arguments in 
favour of appliances on a generic basis 
then these additional capabilities may 
change your mind.  We shall consider 
these in turn.


Performance
In general terms, the hardware in a 
Hadoop cluster needs to be optimised.  
This is not straightforward: there is 
I/O, memory, processing and network 
bandwidth to consider.  Getting this 
right requires engineering expertise 
and close relationships with the various 
vendors (Intel, Dell, Hadoop and so 
on) involved.  Of course, this is not 
necessarily a differentiator for Teradata 
– other appliance vendors might claim 
the same thing – but it is an important 
consideration.


While Teradata’s appliance is built 
using standard Dell commodity servers, 
there is one aspect of its appliance that 
makes it unique.  This is the use of its 
BYNET implementation over InfiniBand 
interconnects.  There are various comments 
to make here.  Firstly, InfiniBand is faster 
than the usual Ethernet interconnects that 
you would typically implement if installing 
your own Hadoop cluster.  Secondly, 
BYNET is faster than typical InfiniBand 
interconnects (speed is 40GB/sec) and, 
thirdly, there are two such Interconnects 
in a Teradata appliance, which operate in 
parallel and which provide load balancing 
across the network.  The bottom line is that 
you can expect better performance from a 
comparable hardware configuration with 
the Teradata appliance than you would 
expect otherwise.


High availability
The twin InfiniBand interconnects have 
another important implication, which 
is with respect to high availability, 
because if one interconnect fails then 
the other takes over automatically.  This 
is extremely difficult to implement on 
your own as it requires special-purpose 
software and expertise to configure 
appropriately.  In addition, Teradata 
provides Teradata Vital Infrastructure 
(TVI), which is built-in support software. 
This software provides proactive, 
preventive and predictive support by 
continually collecting, retaining and 
analysing information about a customer's 
system.  When a fault event is detected, 
the event data is recorded, automatic 
incident reports are created and alert 
notifications are sent to the Teradata 
support staff and tracked.


Configurations
Teradata offers three configuration 
options on its Hadoop appliance:


• Capacity option where the emphasis 
is on storing as much data as 
possible.  This would be the obvious 
option for archival.


• Performance option where the focus 
is on the best possible performance.  
You would use this option for 
real-time analytics, streaming and 
machine learning environments.


• Balanced option, which is a 
compromise between the other two.  
This choice is probably most suitable 
for exploratory analysis, SQL on 
Hadoop and similar environments.


As far as we know Teradata is the only 
appliance vendor to offer a choice of 
configuration.


Hadoop software
When Teradata originally released its 
appliance (some years ago), the company 
added a number of capabilities that 
were required by large enterprises and 
which were not available in Hadoop 
distributions at that time.  This resulted 
in modified versions of Hadoop that 
Teradata called the “Teradata Distribution 
of Hadoop”.  Since then, these key 
enterprise features have gradually 


Teradata Appliance for Hadoop 


W


“Teradata Appliance 
for Hadoop has a 
number of advantages 
over other Hadoop 
appliances, some of 
which are unique


”
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been included in standard Hadoop 
distributions, making a separate version 
unnecessary.  As a result, Teradata no 
longer ships its appliance with its own 
distribution of Hadoop and the Teradata 
Appliance for Hadoop now ships with 
either Hortonworks or Cloudera (your 
choice).  The upside of this is you get to 
use an out-of-the-box version of Hadoop, 
are able to use new features more or less 
immediately after release (previously it 
took several months) and can leverage 
innovations faster.


Administration and monitoring
The Teradata Appliance for Hadoop 
comes with Teradata Viewpoint built-in.  
This is an administration console that 
provides the sorts of administration 
capabilities you would expect, together 
with continuously monitoring your 
Hadoop environment, recognising faults 
as they occur and automatically alerting 
Teradata support (see below) when a 
fault occurs.  Particularly important is 
that the same console can be used to 
monitor multiple Hadoop clusters and, 
further Viewpoint is the same product 
that is used to administer Teradata and 
Teradata Aster deployments, so that you 
have a common administration console 
across your entire Teradata warehousing 
infrastructure.


Integration
Integration is both a hardware and a 
software story.  In the case of the former, 
once again Teradata’s BYNET over 
InfiniBand is instrumental, because it 
enables fast and parallel connectivity 
between different parts of the ecosystem, 
including (but not limited to) Hadoop.


From a software perspective, the 
most notable way in which the Teradata 
Appliance for Hadoop integrates with 
other environments is through use 
of Teradata QueryGrid, which allows 
queries to span Teradata infrastructures 
(Teradata and Teradata Aster as well as 
Hadoop).  Also, for use within a Teradata 
environment there is the Teradata Data 
Connector for Hadoop which is a high 
speed loader for moving data from the 
Hadoop appliance into either Teradata 
or Teradata Aster environments. More 


generally, Teradata uses an approach 
known as the Unified Data Architecture 
(UDA), which ensures that all of the 
company’s products integrate and 
inter-operate with one another, and this 
also extends also to partner products.  
However, we should add that these 
software capabilities are not limited to 
appliance-based Hadoop clusters: they 
may be good arguments for implementing 
Teradata but not specifically the Teradata 
Appliance for Hadoop. 


One point that is specific, however, is 
with respect to loading data into Hadoop 
from third party environments, where one 
of the features of the Teradata Appliance 
is that you can designate a node in the 
Hadoop cluster as an edge node – that is, a 
node on the logical external perimeter of 
the cluster that links to the outside world. 
This can be useful for supporting processes 
such as ELT (extract, load and transform) 
when you want to ensure that data 
ingestion does not disrupt or impact on 
the performance of your normal workload.


Service
One of the advantages of adopting 
an appliance-based approach is that 
all service enquiries are provided by a 
single supplier: you do not get any finger 
pointing across vendors.  For example, 
if there is an issue with an ETL job then 
it might be Hadoop hardware related 
or related to the Hadoop software 
distribution or the Hadoop operating 
software, or it might be related to the 
data warehouse (hardware or software) 
or it might be because of something 
to do with the network or with the ETL 
software itself.  What you don’t want is to 
have to figure this out for yourself, which 
is good reason for adopting an appliance.  
Of course this is not necessarily specific 
to Teradata but the company does have 
an extensive track record of providing 
support, across multiple geographies.  
One notable function, where Teradata 
may differentiate itself from other 
appliance vendors is in TCI (described 
above), whereby support will be alerted 
automatically, and a trouble ticket raised, 
when a fault is detected in your Hadoop 
cluster.  This should help rectification 
with the minimum possible delay.


Supplementary software
Although they are not part of the base 
Teradata Appliance for Hadoop offering 
it is worth noting that Teradata has 
a number of supplementary software 
offerings that provide added value 
to Hadoop.  Notable here is Teradata 
RainStor, which is an archiving tool 
that can be used to supplement a 
conventional data warehouse with older 
data that is infrequently accessed (via 
Teradata QueryGrid if the warehouse is 
based on a Teradata product) or which 
can be used for archival where the 
principle issue is regulatory compliance.  
Also worth mentioning is Teradata Loom 
which is a metadata management and 
data preparation product that runs on 
a Hadoop data lake, as well offerings 
such as ThinkBig Big Data Services 
and enterprise level support for the 
open source Presto product, which is a 
distributed SQL query engine that runs 
against multiple data stores including 
Hadoop.
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loor research has been a fan 
of appliances in the data 
warehousing space for over a 


decade, ever since they first appeared.  
If you think about appliances literally 
it is a great deal more convenient to 
have a kettle rather than boil water in 
a saucepan.  The latter is absolutely 
possible but you spill half the contents 
when you pour the hot water into your 
coffee cup, it also takes much longer to 
boil and organising the whole process 
involves more moving parts.  That, in 
essence is why appliances are a good 
thing: they take the effort and bother 
away from doing things more manually.  
They key question is how much all 
of that bother is worth to you. Your 
business should focus on asking the right 
questions and getting the answers from 
data and analytics – not on standing 
up the infrastructure.  In business 
terms that bother – implementation, 
high availability, performance, ease of 
maintenance, all the other things we have 
discussed – costs you time and money.  
And the cost is both direct (salaries) 
and indirect (lost opportunities and 
productivity). 


We recognise that the costs 
associated with effort and bother 
are either difficult to quantify or are 
operational expenses for which it may 
be easier to get budget, as opposed 
to capital outlay, which may be more 
difficult.  Nevertheless, in our opinion a 
failure to consider all relevant costs – not 


just in this area but in any purchasing 
decision – as short-sighted at best and 
negligent at worst.  This does not, of 
course, mean that an appliance-based 
solution will necessarily come out on 
the right side of any cost equation that 
you might calculate.  There are too many 
variables involved for us to state that.  
However, if all factors are taken into 
account, over a suitable time period, then 
we would expect an appliance-based 
approach to Hadoop to prove much more 
competitive than would appear to be the 
case from simply looking at upfront costs.


In so far as the Teradata Appliance 
for Hadoop is concerned, while we have 
described its features over and above 
those you would normally expect from 
a generic Hadoop appliance, we have 
not undertaken any formal comparisons 
with other such appliances.  Clearly, it 
has significant advantages if you are an 
existing Teradata user and, as far as we 
know, it is the only Hadoop appliance 
vendor to offer multiple configuration 
options, but outside that we can only 
say that it has features that go over and 
above what you might expect from a 
vanilla flavoured offering.


The bottom line is that if you are 
thinking about Hadoop then you should 
at least be thinking about an appliance-
based approach. And, if you have taken 
that step, then Teradata should definitely 
be one of the appliance vendors you 
should be considering.


 


Conclusion


B


FURTHER INFORMATION


Further information about this subject is available from  
www.bloorresearch.com/update/2263



http://www.bloorresearch.com/update/2263





13   A Bloor White Paper


Appendix A
The following provides details of the tasks 
required when manually implementing a 
Hadoop cluster.


• Design and Architect HW/SW stack
–  Select the right configurations of 


commodity HW components to run 
Hadoop workloads 


–  Architect to optimise the balance 
power of CPU, disk, memory, 
network and server


–  Rigorously test different Hardware 
configurations under various tuning 
parameters 


–  All Hadoop ecosystem projects 
are tested with multiple Hardware 
configuration architectures 


–  Choose optimized OS, drivers and 
Hadoop versions/project stack


• Set up Server Configuration
–  H/W procurement, OS licensing 


(Linux), BIOS set up, drivers, 
cabinet/rack set up


–  Cabling and setting up the rack 
servers in the cabinet, RAID setup 
on master and data disks 


– Interconnect the nodes/servers 
–  Enabling server, uplink ports, MAC 


address pools, VLAN configurations 
for networking


–  Create Server pools, Service Profile 
templates, local disk configuration, 
processor settings, direct I/O 
settings, Memory settings 


–  3 full pages of shell commands to 
complete the setup configuration 
for each node


• Perform Installations
–  Factory installations for the right 


BIOS package set up, OS, and so 
forth


–  Install and configure parallel shell, 
/etc./hosts file


–  Create local OS copies, configure 
NTP, disk drives for data nodes


–  Preflight checks, create repository 
setups for Hadoop software


–  Guided installation via a reference 
architecture 


• Hadoop Distribution Software 
Enablement 
–  Configure the Hadoop file system 


and configuration parameters 
–  Automated installation/testing of 


Hadoop components on master/
data nodes


–  Configuration of key Hadoop 
environment variables on various 
Hadoop ecosystem projects like 
Hbase, Oozie, Zoo Keeper, Hive etc.


–  Kerberos enablement and Node 
expansion


• Tuning & Performance Characterisation
–  Configuration of heap sizes, memory 


allocations, and other parameters 
based on benchmarks and best 
practices from field installations


–  System Integration testing to ensure 
performance 


Appendix B
The following are features that are pre-
installed in the Teradata Appliance for 
Hadoop that support administration:


• Install Robust Cluster Management Tools 
(HCLI )
–  Command-line management of 


starting, stopping, get/set properties, 
backup & restore of configurations, 
resetting tuning 


–  Automation of configuration 
expansion, node replacement, disk 
replacement. 


–  Information commands: HCLI system 
version, HCLI node info, config show 
etc. 


–  Parallel command execution across 
all nodes in the system 


–  Testing tools for various Hadoop 
projects


• Diagnostic Tools on the appliance
–  Smoke/stress test – smoke test can 


be triggered via Apache Ambari
–  Consolidated reporting of disk drive 


status. 


Appendix C
Features pre-installed by Teradata to 
support high availability:


• Enabling High availability


–  Configure the automated failover 
services and network isolation 


–  Configuration of HA services on 
name node, Hive 


–  Setup of streaming replication , dual 
Oozie servers, dual Hive servers, Hive 
Metastore servers,  Setup of dual 
HBase servers


–  Management of high availability 
through scripted failover


Appendices
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Research, Philip also contributes regularly 
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Data management refers to the 
management, movement, governance  
and storage of data and involves  
diverse technologies that include (but 
are not limited to) databases and data 
warehousing, data integration (including 
ETL, data migration and data federation), 
data quality, master data management, 
metadata management and log and 
event management.  Philip also tracks 
spreadsheet management and complex 
event processing.
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Bloor overview
Bloor Research is one of Europe’s 
leading IT research, analysis and 
consultancy organisations, and in 2014 
celebrated its 25th anniversary.  We 
explain how to bring greater Agility 
to corporate IT systems through the 
effective governance, management and 
leverage of Information.  We have built 
a reputation for ‘telling the right story’ 
with independent, intelligent, well-
articulated communications content and 
publications on all aspects of the ICT 
industry.  We believe the objective of 
telling the right story is to:


• Describe the technology in context to 
its business value and the other systems 
and processes it interacts with.


• Understand how new and innovative 
technologies fit in with existing ICT 
investments.


• Look at the whole market and explain 
all the solutions available and how they 
can be more effectively evaluated.


• Filter ‘noise’ and make it easier to find 
the additional information or news 
that supports both investment and 
implementation.


• Ensure all our content is available 
through the most appropriate channels.


Founded in 1989, we have spent 25 
years distributing research and analysis 
to IT user and vendor organisations 
throughout the world via online 
subscriptions, tailored research services, 
events and consultancy projects. We are 
committed to turning our knowledge into 
business value for you.
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Automatic Detection of Cyber Recruitment 
by Violent Extremists


GOVERNMENT


The high-volume of text data available from social media, 
email, news, and internal reports—along with a wide range 
of other sources—provide a rich resource of information 
for law enforcement and counterterrorism organizations. 
This paper describes how using text analytics delivers a 
powerful capability for detecting one of today’s greatest 
online threats, and with a high degree of accuracy: cyber 
recruitment by violent extremists. 


The Problem


Online communities enable violent extremists to increase 
recruitment by allowing them to build personal relation-
ships with a worldwide audience capable of accessing 
uncensored content. 


The Data


Teradata identified the Dark Web Portal Project as an 
ideal data source for cyber recruitment. The Dark Web 
Portal is a repository of social media messages compiled 
from 28 different online discussion forums. These forums 
focus on extremist religious (e.g., jihadist) and general 
Islamic discussions, many of which are sympathetic to 
radical Islamic groups.


Most of the 13 million collected messages come from 
Arabic sources; however, the Dark Web Project provides 
translation services and compiles information from at 
least seven dedicated English-language forums. The 


most relevant forums come from the Ansar AlJihad 
Network, which is a set of invitation-only jihadist forums 
in Arabic and English that are known to be popular with 
western jihadists.


Technical Approach


To detect cyber recruitment of terrorists using the data 
described above, Teradata used a supervised learn-
ing approach; that is, learning how to automatically 
determine which online messages were likely to be 
recruitment, and those that were not. To do this, we built 
a ground truth—a set of examples of both recruitment 
and non-recruitment messages, as evaluated by two 
human judges. This was divided into a training set, which 
is used to build a trained model, and a test set, which 
is used to test the trained model. With this approach, 
Teradata had confidence in the results, since the learned 
behavior had been tested against data that was not used 
to build the model. To find the most effective approach, 
a number of statistical and machine learning methods 
were tested.


The Results


Using this approach, Teradata was able to successfully 
classify messages as recruitment or non-recruitment 
with 89 percent accuracy achieved by the support 
vector machine (SVM) technique, which has a proven 
track record for document classification. This high-
accuracy rate means that a text analytics approach 
demonstrates promising potential for detecting cyber 
recruitment—and potentially other types of important 
online media activities. 


The Dark Web Portal is a repository of social media 
messages compiled from 28 online discussion forums.
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1  Summary 


 


This whitepaper describes the advantages of merging the openness and productivity of SQL 
with the scalability of MapReduce to create a discovery platformdiscovery platformdiscovery platformdiscovery platform that supports today’s complex 
and data-intensive analytical workload generated by data scientists. It focuses on the SQL-
MapReduce® implementation offered by Teradata through the Teradata Aster Discovery 
Platform which includes the Aster Database and Aster Discovery Portfolio. The whitepaper also 
discusses some of the alternative technologies available for developing a discovery platform, 
such as Hadoop, MapReduce, NoSQL, schema-on-read, and SQL-fication. 
 


Business intelligence users are traditionally classified based on the tools they use: users of 


reporting tools and users of analytical tools. But there is a 


third group of users, one that uses anything they can find to 


discover new insights that can lead to business benefits. 


They can benefit from reporting and analytical tools, but they 


need more, they need discovery capabilities. Discovery is 
about searching and analyzing data to find new business insights that can lead to business 


opportunities.  


 


Nowadays, analysts responsible for discovery are called data scientists. Data scientists 
commonly use all the data and all the tools they can lay their hands on. They use analytics and 


reporting to study data, but they won’t stop there. In other words, discovery is not a fancy new 


term for analytics. Analytics is just one of the many technologies used by a data scientist to 


discover new insights. 


 


The discovery process commonly followed by data scientists consists of four steps: data 
acquisition, data preparation, data analysis, and data interpretation. To support data scientists 


in this discovery process, a reporting tool or analytical tool is not sufficient, they need a feature-


rich, fast, and flexible discovery platform. Such a platform should minimally support the 
following features: 


 
• Data scalability 
• Heterogeneous data access 
• Complex value analysis 
• Data preparation techniques 
• Multiple analysis techniques 
• Multiple analysis tools 
• Interactive analysis 
• High-speed analysis 
• High-level development language 


 


Data scientists can select from different solutions for implementing a discovery platform: 


 
1. Classic SQL system 
2. Advanced Reporting Platform 
3. SQL-MapReduce System 
4. Hadoop with MapReduce 
5. Hadoop with SQL interface 


Discovery is about searching 
and analyzing data to find 
new business insights. 
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This whitepaper describes all five solutions in detail and focuses on the third one, the SQL-


MapReduce® solution. SQL-MapReduce is a framework based on a combination of SQL, which 


is the most popular database language, and a programming model created by Google called 


MapReduce. The goal of MapReduce is to distribute as much processing over as many 
processors as possible. This whitepaper describes the SQL-MapReduce implementation 


offered by the Teradata Aster Database (formerly called Aster Data nCluster). Aster Database 
is part of the Teradata Aster Discovery Platform which also includes the Teradata Aster 
Discovery Portfolio.  
 


On the outside, the Teradata Aster Database looks like any other SQL database server. It 


supports standard SQL and all the common APIs, such as ODBC and JDBC, so that it can be 


accessed by all the popular analytical and reporting tools. What’s inside makes Aster Database 


special. The product has been designed specifically for discovery and exploration of big data 


with the intention to uncover business insights. Its unique Applications-Within™ architecture 


runs analytic application logic inside the database, leveraging its massively-parallel 


architecture and SQL-MapReduce to fully parallelize the processing of complex analytical 


queries.  


 


Besides being a powerful platform for data scientists, the support for standard SQL makes Aster 


Database also suitable for more traditional query workloads such as reporting and analytics, 


thus making it a platform for business analysts as well. 
 


To summarize, extending a SQL database server with 


MapReduce creates a discovery platform that combines 


the expressive query power, openness, and productivity 


of SQL with the parallelizability and scalability of 


MapReduce. The combination has the potential to 


improve the performance of complex analytical queries 


running on large to extremely large datasets. Teradata Aster Database is a mature and robust 


implementation of SQL-MapReduce and has proven itself as a discovery platform.  


 


Note: This whitepaper is a rewrite of an older whitepaper entitled Using SQL-MapReduce for 
Advanced Analytical Queries1 and was published in September 2011. Since then, much has 
changed: the Hadoop stack has grown with several new modules, new SQL interfaces for HDFS 


have been released, new versions of Aster Database have become available, and the interest 


for big data has grown drastically. Therefore, it was decided to drastically rewrite this 


whitepaper. Some pieces of text have been reused, but major sections are new or have been 


completely revised. 


 


                                                   
1 R.F. van der Lans, Using SQL-MapReduce for Advanced Analytical Queries, September 2011. 


Teradata’s Aster Database is a 
mature and robust 


implementation of SQL-
MapReduce and has proven itself 


as a discovery platform. 
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Teradata Government Systems


GOVERNMENT


 • Centralized and authoritative 
data source


 • Scalable system to allow for growth 
across data and user aspects


 • Highly secure, reliable, and 
performant query environments


The Teradata RDBMS delivers 
architectural flexibility to address 
all aspects of an agency’s mission, 
regardless of growth in data 


size, concurrency rate, or user 
community attributes. It is designed 
to deliver high performance, diverse 
queries, in-database analytics and 
sophisticated workload management.


Integrated Data 
Warehousing


For 35 years, Teradata has led 
the industry with superior data 


warehousing solutions custom built 
from the ground up to be mission 
critical and highly responsive. 
A wide range of government 
customers rely on Teradata 
solutions to gain actionable, data-
driven insights and decision-making 
analytics across a number of unique 
applications and environments.


This centralized platform fosters 
a data integration community, 
allowing for simultaneous access, 
reporting, and business intelligence. 
Regardless of your agency’s 
inherent tools, Teradata can be 
seamlessly integrated to empower 
data scientists, business analysts, 
and developers with a fully dynamic 
and interactive analytic engine for 
supporting their individual missions. 


Teradata fosters:
 • Data Integration


 • Improved Reporting 


 • Analytic Insights


Big Data & Analytics


As government agencies become 
more sophisticated and responsive, 
it is critical to move beyond data 
collection and storage. The power 
of analytics makes it easy to harness 
an agency’s data—structured and 
unstructured—to reveal hidden 
patterns, trends, citizen preferences, 
previously unknown correlations and 
other useful actionable knowledge. 
Leveraging big data and analytics to 
uncover data insights are essential 
for helping your agency make critical 
decisions, faster.


Teradata Government Systems provides data and analytics 
support in the following segments:


Civilian
 • Improve efficiencies, increase program integrity and better serve 


Defense
 • Provide logistics and total asset visibility across military supply chains


National Security
 • Enable information sharing and data integration across departments 


State
 • Deliver the right services and increase citizen satisfaction


Teradata is the world’s largest company solely focused on analytic 
foundations, big data ecosystems, and data warehousing solutions. 
Our family of purpose-built, customized platforms includes the same 
Teradata relational database management system (RDBMS) across 
every hardware option from entry level appliances to our industry-
leading robust active data warehouse. These analytic platforms serve 
as a foundation to enable:
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Government Customers


DOJ, HHS/CMS, US Navy, US Air Force, USDA, USPS, TRANSCOM, 
States of California, Michigan, Ohio Texas, and more


Core Capabilities
Business Intelligence; Cloud; Data 
Governance; Data Mart Consolidation; 
Data Mining and Predictive Analytics; 
Data Warehouse Migration; Enterprise 
Risk Management; Financial Management; 
Master Data Management; SAP Integration; 
Supply Chain Management & Logistics; 
World-class Professional Services


Certifications


ISO 9001: 2008 Quality Management 
Systems; CMMI Level 3 Achieved 
by Teradata’s Global Research & 
Development Group; ISO 17799 and ISO 
27001 Internet Security


Contract Vehicles
GSA-70; HHS CIO-CS; SEWP V


Partners
Teradata has long-standing relationships 
with leading technology partners 
and systems integrators, including: 
Accenture; Cloudera; Cognizant; Deloitte 
Consulting; General Dynamics IT; 
HortonWorks; IBM GBS; and Lockheed 
Martin. For a complete list of Teradata 
partners, visit teradata.com/partners-list.


Tools
As an agnostic underlying platform, 
Teradata partners with nearly all 
homegrown and well-known tools in 
the industry, including Cognos; ESRI; 
Fuzzy Logix; MapR; Microsoft SQL; 
MicroStrategy; OBIEE; SAP Business 
Objects; SAS; Tableau


Top Solution Offerings


Cyber Security
 • Deliver near real-time analytics for 


faster insights and decisions


Financial Management
 • Leverage data for timely, accurate 


business insights and analytics


Fraud, Waste and Abuse
 • Identify potential problems and 


improve transparency


Healthcare
 • Improve health outcomes, expedite 


discovery, and increase patient 
engagement


Tax & Revenue
 • Provide insight into tax compliance 


and new opportunities for tax 
revenues


Transportation Analytics
 • Foster data-driven regulations and 


policy; improve safety measures


Awards & Recognitions


 • Gartner—2015 Leader in Magic Quadrant for Data Warehouse and Data 
Management Solutions for Analytics, and Gartner 2014 Magic Quadrant for 
Data Warehouse Database Management Systems 


 • Forrester—2015 Leader in In-Memory Database Platforms Wave, 2014 Big 
Data Hadoop Solutions Wave, and 2013 Enterprise Data Warehouse Wave


 • The Ethisphere Institute named Teradata a 2015 World’s Most Ethical 
Company—6th year in a row


Contact Us


For more information on Teradata Government Systems, 
visit Teradata.com/Government or call us at 410-799-3490.


10000 Innovation Drive, Dayton, OH 45342    Teradata.com/Government
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2 INDUSTRY PERSPECTIVE


EXECUTIVE SUMMARY
Data is a highly sought-after commodity, 
but simply amassing information isn’t 
enough. To be useful, the data must be 
actionable, and must be presented in 
a way that makes it meaningful. And it’s 
that piece of the puzzle that’s hanging up 
government data use.


Data – including big data, which is so 
large or so rapidly produced that tra-
ditional technology can’t process it – is 
not new. Public and private entities have 
been generating it for decades. What 
is new, however, are the kinds of data 
emerging and the technology that makes 
data more readily functional. And as is 
the case with any new technology, there’s 
a learning curve. 


Understanding how to use data effective-
ly is important, especially for government 
agencies. It can enable them to meet 
their mission objectives faster, better 
engage citizens, and cut costs. To learn 
how government agencies can go from 
reams of context-less numbers to usable 
statistics, we spoke with Alan Ford, Direc-
tor of Pre-sales Consulting for Teradata 
Government Systems.


Ford said that the best way to make 
sense of data is not to look at it in silos, 
but rather to integrate it in a single 
unified data architecture (UDA). That way, 
agency officials can see how seemingly 
disparate datasets actually work together 
to produce a more complete picture.


In this industry perspective, we look at:


 w How data is changing and the 
resultant challenges associated with 
making sense of new information.


 w Case studies of how UDAs are help-
ing the transportation industry.


 w The benefits of having a UDA and 
how to overcome barriers to attain-
ing valuable data analytics.


There’s no doubt that data can be 
daunting. But using it effectively is easier 
than many government workers likely 
think. You just need the right tools to 
properly collect, process, and analyze the 
information.  These tools will help you 
answer the question, “What would you 
do if you knew?”


HOW UNIFIED DATA 
ARCHITECTURE CAN 
REVOLUTIONIZE 
ANALYTICS IN 
GOVERNMENT
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NEW DATASETS, NEW 
ANALYTICS


WHAT IS A UNIFIED DATA 
ARCHITECTURE?


Data is growing at unprecedented rates. 
Research firm IDC expects it to grow to 
40 zettabytes (one zettabyte is equiva-
lent to one billion terabytes) by 2020, a 
50-fold growth from 2010. What’s more, 
the type of data that’s being generated is 
changing. In the past decade, organi-
zations have started generating and 
encountering more semi-structured and 
unstructured data, which has no pre-de-
fined data model or organization. This 
information is coming from sources such 
as e-mail and sensors. In fact, 90 percent 
of all data created in the next decade will 
be unstructured, market research firm 
IDC found.


“What you’re going to see is a literal 
explosion of data — semi-structured 
or unstructured — that is going to be 
available and need a powerful platform 
on which to conduct analytics,” Teradata’s 
Alan Ford said. “As data volume grows 
exponentially over time, it’s going to 
become more important to have ways to 
exploit it quickly.”


In addition to the volume and velocity 
at which data is being produced, these 
varying formats add another layer of diffi-
culty to making use of all the information. 
The government recognized that when 
Congress passed the Digital Accountabil-


ity and Transparency Act (DATA) of 2014, 
which Teradata heavily supported. The 
act requires all government agencies to 
produce data in a standard format so 
that financial, budget and spending data 
from myriad agencies can be consumed 
by anyone to determine how taxpayer 
money is being spent.


Putting everyone on equal footing will go 
a long way toward creating a data-driven 
government in which decisions are based 
on facts and continuously updated sta-
tistical analyses which, in turn, will effect 
more educated choices.


With all this change, existing analytics no 
longer make the cut. This is where a UDA 
makes all the difference. But first, what 
is a UDA?


“Generically, a unified data architecture is 
any architecture which seeks to combine 
analytics capabilities across a plethora of 
data types,” Ford said.


To create its UDA, Teradata added the 
Aster Discovery Platform and a data plat-
form to work with the Teradata Integrat-
ed Data Warehouse. The Aster Discovery 
Platform uses a style of analytics known 
as MapReduce, which until now required 
a highly specific skill set to use, and built 


it into a Structured Query Language 
(SQL) engine. (Teradata acquired Aster 
Data Systems and its SQL-MapReduce-
based platform in 2011.) 


“Now, instead of requiring an army 
of Ph.D. programmers to write Ma-
pReduce code, more than 100 popular 
MapReduce algorithms have been 
built into the Aster SQL engine. Folks 
who are Structured Query Language 
programmers, who are the majority of 
end analytics users, can access those 
algorithms fairly easily just by plugging in 
parameters to them rather than writing 
actual code,” Ford said.


“The data platform can be either Hadoop 
or a Teradata Integrated Big Data 
Platform. The use of multiple platforms 
allows an organization to analyze its data 
regardless of type and location of the 
data in the UDA,” Ford said. 


“Enterprise data warehouse users, before 
they had an enterprise data warehouse, 
were used to analyzing information in a 
siloed fashion,” he said. “For example, a 
bank might keep all of its customer data 
in one silo and its financial data in anoth-
er silo. An integrated data warehouse en-
vironment seeks to load all of those data 
in a single platform for analysis across all 
of the different data subject areas.”
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THE UNIFIED DATA 
ARCHITECTURE IN 
ACTION


To see what a UDA can do to elevate business performance, look no further than the 
transportation industry. The airlines were one of the first to tackle the concept of grow-
ing data volumes. They were the first to demonstrate that with bigger data, solutions 
aren’t found by just adding more data to existing business approaches, but by finding 
new ways to embed new data and analytics into most core processes, said Peeter 
Kivestu, Senior Industry Consultant Transportation at Teradata, in a recent GovLoop 
online training.


Facing competition from emerging low-cost airlines in the 1980s, established airlines 
began using booking data for more than just selling seats and checking in passengers. 
Even though keeping booking data history was considered unimaginably big data at the 
time, they created new analytics processes for managing pricing and seat availability, 
and they even invented new value propositions. By capturing and using booking data 
history, they created the modern-day, mileage-based frequent flyer programs. By simply 
taking “waste data,” such as a completed booking, packaging it up for individual travelers 
and sending them monthly statements, they showed how close they were to accumulat-
ing enough miles for a free trip.


Applying that kind of thinking to the public sector is what Singapore Land Transportation 
Authority (LTA), which manages multiple modes of transportation, did with its substan-
tial data collections. They recognized that while they used vast quantities of detail data 
every day to handle riders, its information technology systems were not designed for 
analytics, leaving officials with only three months of data online at a given time. That type 
of limited historical data set was not nearly enough for meaningful analyses, he said.


With that in mind, LTA built a customer-centric analytic solution by integrating ano-
nymized data from disparate systems to get a customer’s perspective on end-to-end 
travel times across all modes. LTA recognized there was a need to provide for high-vol-
ume data crunching under many conditions, ranging from statistical insights to regulato-
ry reporting and predictive analytics, Kivestu said.


The benefit was a single source of people-centered insights that helped LTA focus on 
making public transport a choice mode.


For instance, there are lessons here for opportunities in public sector highway user 
experience management. Kivestu added, if you want to know why speed on highways 
is variable, you need data on volume and traffic incidents and weather to filter out the 
high-value opportunities and find the insightful information.


“It is through the study of detailed data that new insights emerge,” Kivestu said. “Finding 
actionable opportunities depends on being able to connect the dots. Oftentimes, in 


But as we mentioned, less-structured 
or unstructured data are the beasts to 
tackle today, and traditional platforms 
won’t be able to load or easily host 
semi-structured data such as JavaScript 
Object Notation (JSON), a data-inter-
change format based on the JavaScript 
scripting language. To that end, Teradata 
has built a JSON data type into its archi-
tecture, which means that data requires 
minimal processing up front to be loaded 
onto the database and be available for 
analysis.


The Aster Discovery Platform allows the 
hosting of these different types of data 
and reduces the overhead for processing 
data into load-ready form.


“This means that data will already come 
with the necessary information that 
allows it to be loaded just as it is received 
and still be analyzed by the various 
analytic algorithms that are built into the 
Discovery Platform,” Ford said. 


WHY YOU NEED A UNIFIED DATA 
ARCHITECTURE


 w A unified data architecture provides 
government with the ability to ask 
questions of its data in order to 
advance future questions.


 w A UDA allows organizations to cap-
ture, deploy, support, manage, and 
seamlessly access all its data.


 w The biggest opportunities to gov-
ernment agencies of data analytics 
span the efficient service delivery 
to constituents, effective resource 
utilization, and cost containment.


 w Agencies that don’t have or don’t 
plan to develop a data architecture 
risk future inefficiencies in the areas 
of cybersecurity, fraud manage-
ment, tax management, DATA Act 
compliance, transportation analytics 
and much more.
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order to use one piece of data, you need 
other context data.”


In Virginia, transportation officials have 
turned to variable-toll roads that adjust 
pricing based on statistics such as time 
of day (rush hour vs. the middle of the 
night, for example), volume and speed. 


“It all goes back to theories of econom-
ics,” Ford said. “If you’re on a very busy 
road and the traffic flow has degraded 
and slowed, if there is an alternative that 
allows you to pay to get out of this situa-
tion, you’re probably going to want to pay 
more for it when the roads are busy as 
opposed to when they are not busy.”


It sounds simple, maybe even intuitive, 
but sophisticated analytics are necessary 
to determine such decisions as what 
the tolls should be, when they should 
be changed and what the maximum 
price is. As roadways get smarter and 
can determine the amount of traffic 
flow via sensors both in the roads and 


individual vehicles, that information must 
be analyzed in real time to adjust rates 
accordingly, Ford said.


A good transportation data system needs 
three main data assets, Kivestu said. 
These are:


 w Rich internal core data.


 w External data that gives context to 
the internal information.


 w User-generated data, such as that 
from social media and mobile apps.


Using separate systems to analyze 
each data set would do a disservice to 
transportation consumers. Without that 
contextual angle, the information might 
be interesting but perhaps not useful. 
And trying to piece them all together 
after the fact would mean long hours for 
public sector employees at the cost of 
taxpayer dollars. 


“IT IS THROUGH THE 
STUDY OF DETAILED 
DATA THAT NEW 
INSIGHTS EMERGE. ... 
FINDING ACTIONABLE 
OPPORTUNITIES 
DEPENDS ON BEING 
ABLE TO CONNECT 
THE DOTS.”
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KNOCKING DOWN BARRIERS


CONCLUSION


Looking at the transportation exam-
ples, we see how a UDA gives agencies 
insight into ways they can provide better 
customer service and maximize their 
agency dollars. But extrapolating further, 
we can envision use cases in cybersecu-
rity, fraud management, legal compliance 
and more. The key differentiator of a 
UDA compared to other data analytics 
solutions is having all the data available 
in one place. The opportunities, like the 
questions that will emerge from the data, 
are endless.


Still, many government agencies continue 
to tread carefully when it comes to ana-
lytics. What’s holding them back?


Ford highlighted two barriers: expertise 
and cost.


“The biggest barrier is probably the ex-
pertise to be able to exploit [data], to un-
derstand and to manipulate it,” Ford said. 
However, the Discovery Platform’s SQL 
interface has eliminated that obstacle.


A unified architecture also makes 
analytics less expensive. Previous efforts 
to analyze any amount of data required 
large amounts of storage, and storage — 
especially storage on technology that is 
structured such as a traditional database 
platform — is much more expensive than 
technology that can handle data in any 
format. 


“We needed a platform that could host 
data in a relatively inexpensive way, and 
that platform is turning out to be the 
Hadoop platform,” Ford said. “Now that 
Hadoop is widely available with both 
commercial and open source versions, 
it really just requires the ability to set up 
the file system and a set of relatively inex-
pensive disks to host it.”


Additionally, agencies can use UDA plat-
forms virtually if the data sizes are small 
enough, which also lowers costs. Agency 
IT managers who might be hesitant to 
purchase hardware nodes and disk 
arrays can start this way and move to a 
stand-alone system when data needs 
demand it.


The move toward an analytic culture full 
of data-driven enterprises means that 
government is starting to ask more ques-
tions of its data – and questions beget 
questions. In this environment, agencies 
need a discovery-oriented architecture 
that enables any query by any user at any 
time. That’s what a UDA provides. More-
over, a UDA also removes barriers to 
data analytics and lowers data collection, 
storage and analytics costs while helping 
public-sector organizations better and 
more quickly meet constituents’ needs. 


ADDITIONAL RESOURCES:


 w White Paper - Teradata Unified Data 
Architecture in Action 


 w White Paper - Teradata Unified Data 
Architecture: Integrated Data, Stra-
tegic Insight, Business Action


 w Webinar: Driving new Insights 
Through Next-Gen Transportation 
Analytics 


 w Brochure – Keep Transportation 
Moving with Analytics



http://www.teradata.com/white-papers/Teradata-Unified-Data-Architecture-in-Action/

http://www.teradata.com/white-papers/Teradata-Unified-Data-Architecture-in-Action/

http://assets.teradata.com/resourceCenter/downloads/WhitePapers/Teradata_Unified_Data_Architecture_Integrated_Data_Strategic_Insight_Business_Action_EB6705.pdf

http://assets.teradata.com/resourceCenter/downloads/WhitePapers/Teradata_Unified_Data_Architecture_Integrated_Data_Strategic_Insight_Business_Action_EB6705.pdf

http://assets.teradata.com/resourceCenter/downloads/WhitePapers/Teradata_Unified_Data_Architecture_Integrated_Data_Strategic_Insight_Business_Action_EB6705.pdf

http://www.teradata.com/Resources/Web-Casts/Driving-New-Insights-through-Next-Gen-Transportation-Analytics

http://www.teradata.com/Resources/Web-Casts/Driving-New-Insights-through-Next-Gen-Transportation-Analytics

http://www.teradata.com/Resources/Web-Casts/Driving-New-Insights-through-Next-Gen-Transportation-Analytics

http://assets.teradata.com/resourceCenter/downloads/Brochures/EB8698_Transportation_Analytics.pdf

http://assets.teradata.com/resourceCenter/downloads/Brochures/EB8698_Transportation_Analytics.pdf
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ABOUT TERADATA


ABOUT GOVLOOP
GovLoop’s mission is to “connect government to improve govern-
ment.” We aim to inspire public sector professionals by serving as the 
knowledge network for government. GovLoop connects more than 
150,000 members, fostering cross-government collaboration, solving 
common problems and advancing government careers. GovLoop 
is headquartered in Washington, D.C. with a team of dedicated 
professionals who share a commitment to connect and improve 
government. 


For more information about this report, please reach out to  
info@govloop.com. 


 
1101 15th St NW, Suite 900  
Washington, DC 20005 


Phone: (202) 407-7421 | Fax: (202) 407-7501 


www.govloop.com 
@GovLoop


Teradata helps government agencies get more value from data than 
any other company. Our big data analytic solutions, integrated mar-
keting applications, and team of experts can help your organization 
achieve actionable insights with data. Teradata helps organizations 
leverage all of their data so they can know more about their citizens 
and agency outcomes and do more of what’s really important. With 
more than 10,000 professionals in 43 countries, Teradata serves top 
companies across government, consumer goods, financial services, 
healthcare, automotive, communications, travel, hospitality, and 
more. A future-focused company, Teradata is recognized by media 
and industry analysts for technological excellence, sustainability, 
ethics, and business value. 


VISIT TERADATA.COM/GOVERNMENT. 
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http://www.teradata.com/government
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Revealing Social Networks of Conspirators


GOVERNMENT


The high volume of data available from social media, 
email, calls, text messages, and other communications 
provide a rich resource of information for law 
enforcement and counterterrorism organizations. This 
paper describes a powerful capability for rapidly finding, 
measuring, and visualizing social networks formed by 
groups of people communicating with each other over 
time—including the most key individuals—using very large 
sets of message data.


The Problem


Online communities enable violent extremists to 
increase recruitment by allowing them to build personal 
relationships with a worldwide audience capable of 
accessing uncensored content. 


The Data


Teradata used a set of approximately 0.5 million emails 
released as part of the investigation into the Enron 
financial scandal. These messages were exchanged 
between Enron employees during the late 1990’s and early 
2000’s, and were in Outlook (.PST) format.


Technical Approach


Teradata created a graph—a set of nodes linked by 
arcs—based on the ‘To’ and ‘From’ fields in the emails. 
Each person is a node, and there is an arc between 
each pair of persons where one had sent a significant 
amount of email to the other. Various analytics were 
then applied to the graph. One key metric was based on 
page rank. It measured the importance of each person; 
in this case, measured by how many people had sent 


that person messages (sending many outgoing emails 
does not increase level of importance). Other measures 
included centrality and connectedness. We then created 
visualizations of the graph.


The Results


As a result of this analytical processing, Teradata was 
able to see the networks of conspirators—including 
the groups they formed, who was at the center of each 
group (i.e., who received high volumes of messages from 
the others), as well as the connections between groups. 
Pre-processing from Outlook .PST files, and finding the 
graphs and their metrics, were both done rapidly due to 
the highly parallel processing platform. Teradata was able 
to zoom in and out, seeing the names of individuals, their 
connections and connectedness properties, as well as 
metrics such as centrality and connectedness.


Conspirator Networks
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THINK BIG DATA LAKE SERVICES
Lowering the time, cost, and effort of managing and preparing 
data for analytics


Organizations are leveraging open source big data platforms to drive 
analytics innovation and create new economic value. These tech-
nologies make it possible to store and analyze greater varieties and 
volumes of data at lower costs and with greater agility by making  
data available for analysis immediately. However, many organizations 
have struggled with the trade-offs between loading and using data 
faster and adding appropriate levels of governance to ensure analytic 
results can be trusted.  


For successful Hadoop implementations, enterprises must find a way to adapt proper governance practices without 
sacrificing agility. Think Big, a Teradata company, has years of experience delivering business solutions and navigating 
how best to use cutting-edge technologies in the Hadoop ecosystem. Through our service engagements, we can help 
you add just the right amount of governance to help keep your data trusted, secure, and ready for analytics.


What is a Data Lake?


Undoubtedly you have heard of the term data lake, but what does it mean? Think Big defines a data lake as a collection 
of long-term storage instances that enable users to capture, refine, and explore any form of raw data at scale. Data 
lakes are enabled by low cost technologies, and allow downstream facilities, such as integrated data warehouses,  
analytic engines, applications, and more to draw from them. 
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But a data lake is much more than technology. In fact, to realize value, data must be managed and governed so that 
your organization can answer these questions:


• Which data sets should be hosted in my data lake? What analytics will they support?
• Can I trust my data? Is it of good quality? Is it complete and up to date?
• Is my data secured to meet legal and policy requirements?
• What data types are in my data lake now? Where did they come from?
• Who should be able to access or modify my data?
• Who can run analytics and when?


Think Big has three service offers to help companies build, assess, and leverage data lake environments in Hadoop,  
and avoid wasted time and effort on a failed implementation. 


Think Big Data Lake Services


Our data lake services are custom tailored to focus on your specific needs from advisory to implementation and can  
be deployed in phases or in combination with one another.  


Data Lake Architecture (typically 4-5 weeks)
This service is designed for organizations that have already deployed a data lake and require recommendations for  
best practices and technology choices. Think Big will conduct a gap analysis and produce any combination of six advi-
sory reports, focused on helping you evolve your data lake architecture to allow for reliability, data quality,  
lineage, information security, and overall governance. Reports include:


• Data Lake Center of Competency identifies organizational and skillset recommendations.
• Data Stream focuses on proper governance for batch and streaming ingest. This report creates a design for  


end-to-end traceability and visibility with data timeliness and completeness.
• Metadata and Data Management makes recommendations for managing metadata and generating, integrating, 


and reorganizing existing data.
• Data Lake Security makes recommendations for authentication, authorization, auditing, compliance, and  


data protection.
• Data Access Architecture makes recommendations for data access and provisioning, including data security and 


enriched views that help with obfuscation and data export preparation.
• Data Lake Architecture examines cluster tuning and configuration options for performance and reliability and  


recommends a high-level enterprise-fit architecture tailored to your organization.







London | Dublin | Mumbai | Boston | New York City | Atlanta | Chicago | Salt Lake City | Silicon Valley


(650) 949-2350 | thinkbiganalytics.com 


With a well-managed, trusted, and secure data lake developed by Think Big,  
your company will be able to make the right data-informed business decisions  


essential to competing in our modern and fast-paced world economy.


EB-7123 


Data Lake Foundation (typically 8 weeks)
Are you just getting started with a data lake or do you want to add best practices for scaling your existing implementa-
tion? The Think Big Data Lake Foundation service sets the stage for success following execution of the Think Big Data 
Lake Architecture service. This service may include any of these components:


• Ingest Pilot provides implementation references for two to three ingest patterns, ensuring proper governance,  
reliability, and efficiency for both raw and curated data. 


• Metadata Pilot helps capture, store, and manage metadata for a data lake. Also provides recommendations on 
metastore choices that fit your existing assets and data management skills, integration, and metadata standards.


• Data Lake Security makes recommendations and assists with authentication, authorization, auditing, compliance, 
and data protection implementation.


• Information Lifecycle Pilot provides online archiving/temperature sensitive data organization strategies,  
retention, purge, and cleanup management recommendations and optional implementations for both raw and 
curated data sources.


• Trusted Data Treatment establishes effective treatment of pre-existing raw data in the data lake; providing  
organization, profiling, security practices, and metadata build out to ensure data are managed and easily searched—
with proper governance included.


• Data Publishing helps companies set up a data as a service function allowing users to pull a one-time or recurring 
data set from the data lake; including secure export, transport, and landing to an analytics zone in Hadoop or  
other external platform.


Data Lake Analytics (typically 3-6 weeks)
This service includes one or more of the following to support preparation of data for and execution of analytics cycles:


• Analytics Preparation where analytic modeling transforms and optionally materializes data for consumption by 
various analytic or BI tools.


• Event Analytics for event-based OLAP analytics using SQL and/or NoSQL technologies within the big data ecosystem.
• Discovery Analytics for discovery and exploratory analytics on data lake or data lab platforms.


Why Think Big for Data Lake Services?


Think Big has performed dozens of data lake implementations. We bring our solution experience, technology best  
practices, and pre-built solution components to every engagement. As a pure-play big data consulting firm,  
Think Big is not confined to technology and practice choices promoted by various vendors. In fact, because we know 
that no single technology or configuration is appropriate for every customer, we can tailor and fine tune a big data 
solution that works for you.
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The Department of Defense (DoD) is continually 
challenged trying to analyze data housed in 
disparate stovepipes; however, managing and 
sharing huge volumes of collected data is 
essential to your mission’s success. Having 
multiple independent systems has led to 
excessive expenditures and problems:


 • Lack of clean, standardized, authoritative 
detailed data in a central repository from 
which properly cleared personnel can access to 
efficiently perform their roles


 • Duplicative data, as data marts fail at scaling to the 
level necessary to support the organization


 • Duplicate licenses of the same software


 • Duplicate hardware platforms, associated maintenance, 
and data center expenses


 • Duplicate personnel that waste time on basic low-
level maintenance processes, rather than higher 
value-added activities such as enterprise level queries, 
predictive analysis, and forecasting


 • Latency issues, as information is propagated across a 
vast array of data marts


 • Inability to evolve and rapidly adapt as new 
technologies emerge


This situation leaves most DoD communities “stuck on 
the beach” with a limited ability to run simple reports and 
some adhoc reporting, as depicted in Figure 1. Capabilities 
such as dashboards, advanced forecasting, predictive 
modeling and optimization are typically beyond the scope 
of most DoD organizations.


Teradata provides end-to-end solutions and services 
in data warehousing and big data analytics that enable 
your organization to become data-driven. Our solutions 
are designed to address these challenges on premise, 


off premise, on our platform or yours, or in 
the Cloud. Simply put, Teradata integrates 


Analytics, Big-Data, Cloud, Hadoop, 
Integrated Data Warehousing, “Internet of 
Things”, legacy systems, and virtualization 
into a performant, scalable, interoperable 
enterprise-class solution. 


For decades, private sector organizations 
have relied on Teradata to integrate and 


analyze data, then put that information into the 
hands of those who make critical day-to-day decisions. 
But the true value of data analytics comes from capturing 
and integrating information from sources across the 
organization to create an integrated, enterprise-wide view 
of your entire organization—one that gives every user a 
single, consistent view of current and historic facts. 


Accessible throughout the organization, this capability is 
a powerful, secure decision support solution that lets you 
quickly analyze huge quantities of data to support tactical 
and strategic decision making. Enterprise analytics has 
become the key to consolidating operational data and 
turning it into shared knowledge.


The Teradata Advantage 


Teradata is the global leader in enterprise data analytics, 
delivering expertise and best-in-class technology to the 
world’s most successful organizations. For more than 35 
years, Teradata has helped its customers make better, 
faster, and more confident decisions by providing the 
analytical solutions needed to turn data into knowledge. 


We have a proven track record of helping organizations—
industries as diverse as retail; manufacturing; transportation 
logistics and distribution; financial services; telecommunica-
tions; travel; healthcare; insurance; and government—build 
better solutions to solve their unique problems. 


Companies like Apple, eBay, FedEx, Ford, Netflix and 
Wal-Mart rely on Teradata to link disparate information 
systems and stove-piped environments into actionable 
information. Like most organizations, they already had 
huge repositories of data. But they also recognized the 


If your organization is like most, you’re facing a constant obstacle: managing data from numerous disparate 
sources, including multiple legacy transactional environments, monolithic Enterprise Resource Planning 
(ERP) systems, as well as new and emerging technologies such as Hadoop and Cloud. 


Fact: Second only to personnel, 
data is your most valued asset.
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Where is your organization on this chart?


value that integrated data can bring across an enterprise—
actionable data that can be used to support critical 
decision making and strategy planning. 


Teradata in Action 


Current Teradata DoD projects include:


 • Air Force Materiel Command—GCSS-AF Data Services


 • Naval Air Systems Command—DECKPLATE 


 • USTRANSCOM—Integrated Data Environment/Global 
Transportation Network Convergence (IGC)


 • Defense Commissary Agency


 • Defense Health Agency


 • Department of Defense—Cyber Network Defense


Here are some examples of how DoD agencies are already 
taking advantage of Teradata decision support capabilities: 


Air Force Logistics 
Using an EDW built and maintained by Teradata, the U.S. 
Air Force Materiel Command provides logistics decision 
makers with centralized, consolidated access to aircraft 
maintenance and supply data. With ongoing hostilities 
in the Middle East, operational users worldwide have 
increasingly logged onto the system for near real-time 
updates about status, readiness, and mission capability 
of their weapon systems (see Figure 2). For example, 
GCSS-AF Data Services reports support planning and 
operations staff at USAFE, PACAF, and CENTCOM. 
USAFE and CENTAF use Teradata analytics to query data 
to brief commanders and senior staff several times daily. 
Other GCSS-AF Data Services uses include: 


Figure 1: Analytics Sophistication
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 • Extensive analysis by personnel at AMC (Scott AFB) 
and various Air Logistics Centers track support for 
deployed aircraft. This includes readiness, maintenance 
activity, and supply chain requirements to backfill 
parts used. 


 • Vehicle Management application tracks 78,000 ground 
vehicles, and provides financial analysis to optimize 
assets. This single application saved the Air Force over 
$309M in its first three years of operation.


Naval Air Systems Command 
The Naval Air Systems Command (NAVAIR) delivered 
a Next Generation aviation maintenance solution with 
Teradata that provides logistics decision support to its 
aviation fleet worldwide. Known as DECKPLATE, the 
system is the authoritative source of information for Navy 
and Marine Corps aviation logisticians, providing 25+ years 
of web-enabled access with near real-time detailed data 
about more than 4,100 Marine Corps and Navy aircraft, 
wherever they are deployed. Prior to DECKPLATE, the 
Navy had to rely on data that was 6 to 8 weeks old as 
opposed to near real-time information.


Continuously updated with over 40 billion incoming 
records monthly, DECKPLATE supports over 6,000 
users and generates over 70,000 reports and ad-hoc 
queries, making an immeasurable impact on safety, parts 
management, mission readiness, and cost efficiencies for 
the fleet. 


Agency Analytic Solutions
Teradata can bring analytic solutions to your organization 
as well, specifically in areas such as: 


 • Cloud analytics integration


 • Conditioned-based maintenance


 • Cyber defense


 • Facilities management 


 • Finance/performance management


 • Hadoop integration 


 • Logistics & combat support personnel management 


 • Program management 


 • Telecomm expense management


A Fully Unified Analytics Solution
Teradata solutions are based on the Teradata Unified 
Data Architecture (UDA), as depicted in Figure 3. The 
UDA is a suite of services, platforms, applications, and 
tools that, together, unleash the true potential of data. 
By applying the right technology to the right analytical 
opportunities, Defense customers can do more because 
they know more.


Teradata’s Unified Data Architecture includes these main 
capabilities:


 • Integrated data warehouse: Teradata Active Enterprise 
Data Warehouse; an ANSI standard SQL RDBMS 
that combines data from multiple sources—such as 
ERP and legacy transactional systems—into a single, 
scalable enterprise class warehouse. This provides one 
authoritative data source of cross-functional information 
capable of answering questions never before considered.


 • Integrated discovery platform: Teradata Aster 
Discovery Platform brings the world of advanced 
analytics to the business user with more than 150 SQL-
based pre-packaged analytics functions. Functions 
include path, text, graph, machine learning, and other 
various algorithms. Users may also create their own 
customer analytics. Capable of supporting the iterative 
nature of discovery processes, this platform offers a 
business-friendly SQL interface that can be used with 
information in databases, as well as multi-structured 
data stored in Apache Hadoop, eliminating the 
requirement for specialized programming to unlock big 
data insights through iterative exploration.


Example of a USAF GCSS 
Data Services Dashboard


Figure 2
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 • Data Platform: The Teradata Portfolio for Hadoop is 
a flexible suite of hardware, software, and services 
for organizations to integrate enterprise Hadoop 
into a Teradata environment and across a broader 
enterprise architecture. Teradata has deep engineering 
partnerships with Hortonworks, Cloudera, and MapR, 
offering customers the ability to choose which Hadoop 
distribution best meets their needs, while ensuring 
enterprise integration capabilities and the advantage of 
world-class Teradata service and support.


 • Services: With over three decades of successful 
implementations, Teradata has incorporated its best 
practices into a patented, formal methodology. This 
proven approach relies on integrated processes, 
customized tools, and quantifiable metrics to 
demonstrate quality and value during each phase of 
the solution life cycle. Every implementation is unique. 
We define the strategy, design the database, deploy 


the right analytical applications, and facilitate user 
training as part of a customized, end-to-end process. 
Projects are planned and executed in a way that 
maximizes financial return by accelerating appropriate 
development cycles to decrease time to production.


Teradata provides seamless data movement throughout 
the UDA and transparent access for users and adminis-
trators. Just as tables can be joined within a database, 


Unified Data Architecture


Figure 3
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“The Naval Air Systems Command has an 
entire team of highly trained data analysts 
who use real-time data (Teradata) to make 
crucial strategic decisions for the Navy.” 


– Adam Wiederman, Research 
Analyst, The Motley Fool
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Teradata allows data to be joined across platforms both 
within and outside of the UDA. Additionally, our View-
point management system delivers anytime, anywhere 
access to all your systems from one common manage-
ment console.


Teradata Cloud Offerings


Tapping into Teradata has never been easier. Choose 
our purpose-built managed environment or deploy on 
Amazon Web Services. Both offer superior solutions for 
data warehousing and advanced analytics. 


Teradata Cloud provides best-in-class data warehousing, 
analytics, and Hadoop capabilities on a subscription 
basis. It is a managed, secure, scalable solution that 
meets the demands of your business via quality service 
from expert professionals. This means you can focus 
on deriving business value rather than managing 
infrastructure—while enjoying flexible pricing options 
that fit within your budget.


Teradata recognizes that cloud-based analytic services 
are available from multiple vendors. However, what is 
often overlooked is the deep insight and market knowl-
edge required to create a robust, well-integrated solution. 
What is true in life is also true in analytics: there is no sub-
stitute for 35 years of industry leadership. Here are some 
key attributes:


 • Teradata’s Cloud solution is a highly integrated, hosted, 
and managed service that bundles hardware, software, 
security, and customer service into one complete 
packaged solution.


 • Teradata Cloud is priced as a subscription model, 
allowing your organization to swap traditional capital 
costs for monthly operational expenses. You can focus 
on delivering business value and insight from data, 
rather than incurring the costs and risks that come 
from hosting the environment in-house.


 • Teradata Cloud gives you the flexibility to grow at your 
convenience, providing assurance that your business 
can increase without restraint. Plus, if you choose, you 
can have Teradata Production and Advisory Services 
(such as “DBA as a Service”) for easy access to expert 
Teradata analytical and cloud resources.


 • Teradata Cloud pricing is all-inclusive, and does not 
have any hidden costs like most other cloud solutions. 
There are never any extra fees, or charges for queries, 
users, data storage, or data transfer.


Teradata by the Numbers


Over 35 years of innovation and leadership:


 • 2,600+ customers in 77 countries


 • 10,000+ employees in 40 countries


 • More than 130 technology partners


 • $2.5B in revenue in 2015


We are defined by who we work with, which includes:*


 • 18 of the top 20 global commercial and savings banks


 • 19 of the top 20 telecommunications companies


 • All of the top six U.S. airlines


 • 11 of the top 20 healthcare companies


 • 15 of the top 20 global retailers


 • 14 of the top 20 travel/transportation companies


 • 13 of the top 20 manufacturing companies


* Based on Fortune Global Rankings released Q3 2014. 


Teradata Cloud Supports All Three   
Key Environments


Figure 4
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Industry Analyst Reviews
 • Gartner: “Teradata has continued to evolve its offerings 


to meet the demands of the changing market, with the 
Teradata Cloud, Teradata on AWS, and Aster Analytics 
on Hadoop, which is Aster Analytics running natively in 
Hadoop. This new approach offers more flexibility to 
clients and creates the opportunity to adopt Teradata 
products separately. This is important as organizations 
look for best fit engineering approaches”. —Gartner, 
Inc. 2016 Magic Quadrant for Data Warehouse and 
Data Management Solutions for Analytics issued 
February 25, 2016.


 • Forester: “Overall, Teradata remains a powerful 
EDW solution, especially for large, on-premises data 
warehouses where scalability, security, availability and 
integration are critical. Teradata continues to deliver 
high-end, scalable EDW solutions to support any DW 
requirement, now including expansion to the cloud.” —
The Forrester Wave: Enterprise Data Warehouse, The 
10 Providers That Matter Most And How They Stack 
Up, Noel Yuhanna, December 7, 2015


Learn More


For more information about Teradata and how our 
decision support solutions can strengthen your 
organization’s effectiveness, contact your Teradata 
representative or visit Teradata.com/government.


10000 Innovation Drive, Dayton, OH 45342    Teradata.com/government


Teradata and the Teradata logo are registered trademarks of Teradata Corporation and/or its affiliates in the U.S. and worldwide. Teradata continually improves products as 
new technologies and components become available. Teradata, therefore, reserves the right to change specifications without prior notice. All features, functions and operations 
described herein may not be marketed in all parts of the world. Consult your Teradata representative or Teradata.com for more information. 


Copyright © 2016 by Teradata Corporation    All Rights Reserved.    Produced in U.S.A.
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Executive	  Summary	  
Government	  organizations	  continue	  to	  improve	  their	  ability	  to	  manage	  rapidly	  growing	  information	  
demands.	  This	  motivates	  a	  desire	  to	  become	  more	  data-‐driven	  in	  delivering	  services	  to	  citizens,	  
requiring	  the	  ability	  to	  ingest	  and	  manage	  massive	  volumes	  of	  data,	  improve	  information	  exchange,	  
interpret	  structured	  and	  unstructured	  data,	  and	  most	  importantly,	  employ	  analytics	  to	  proactively	  
address	  challenges	  that	  are	  persistent	  in	  the	  public	  sector.	  


Three	  key	  hurdles	  that	  must	  be	  overcome	  to	  become	  proficient	  at	  gaining	  advantage	  from	  information:	  
becoming	  proactive	  about	  analysis,	  transitioning	  from	  the	  siloed	  focus	  to	  being	  focused	  at	  the	  
horizontal/enterprise	  view,	  and	  overcoming	  the	  inertial	  barriers	  that	  are	  common	  in	  public	  sector	  
organizations	  regarding	  the	  necessary	  change	  management	  associated	  with	  adopting	  new	  technologies.	  


One	  approach	  incorporates	  the	  use	  of	  big	  data	  analytics,	  which	  combines	  tools	  and	  processes	  to	  enable	  
individuals	  to	  examine	  massive	  data	  sets	  to	  unearth	  hidden	  patterns,	  trends,	  citizen	  preferences,	  
previously	  unknown	  correlations,	  and	  other	  useful	  actionable	  knowledge.	  The	  analytical	  insight	  can	  then	  
lead	  to	  better	  citizen	  engagement,	  improved	  operational	  efficiency,	  cost	  savings,	  new	  revenue	  
opportunities,	  and	  more	  effective	  methods	  for	  ensuring	  compliance	  with	  government	  rules	  and	  
regulations. 
Understanding	  the	  challenges	  of	  introducing	  big	  data	  analytics	  into	  government	  environments	  will	  
provide	  insight	  into	  ways	  of	  incrementally	  adopting	  the	  methods	  and	  technologies	  necessary	  for	  
evolving	  a	  big	  data	  analytics	  capability.	  In	  this	  paper,	  we	  review	  the	  key	  features	  to	  look	  for	  in	  big	  data	  
analytics	  solutions	  that	  will	  support	  the	  incremental	  adoption	  while	  navigating	  the	  challenges	  of	  the	  
government	  environment.	  
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Using	  Analytics	  to	  Gain	  Advantage	  with	  Government	  Information	  
Within	  recent	  years,	  government	  organizations	  have	  radically	  improved	  their	  ability	  to	  manage	  rapidly	  
growing	  information	  demands,	  creating	  new	  possibilities	  for	  becoming	  more	  data-‐driven	  in	  delivering	  
services	  to	  citizens.	  Ingesting	  and	  managing	  increased	  data	  volumes,	  improving	  the	  ability	  to	  exchange	  
information	  within	  and	  among	  agencies,	  and	  embracing	  the	  challenges	  of	  interpreting	  both	  structured	  
and	  unstructured	  data	  provide	  the	  potential	  to	  use	  analytics	  to	  proactively	  address	  challenges	  that	  are	  
persistent	  in	  the	  public	  sector.	  


Yet	  there	  are	  three	  key	  hurdles	  that	  must	  be	  overcome	  to	  become	  proficient	  at	  gaining	  advantage	  from	  
information.	  The	  first	  hurdle,	  transitioning	  from	  being	  reactive	  to	  being	  proactive,	  is	  a	  byproduct	  of	  the	  
current	  methods	  employed	  for	  analysis.	  Although	  there	  are	  some	  commonly	  used	  business	  intelligence	  
(BI)	  and	  analytics	  methods	  and	  tools	  used	  for	  ad	  hoc	  querying,	  reporting,	  and	  report	  visualization,	  these	  
approaches	  have	  been	  generally	  limited	  to	  historical	  review.	  Querying	  and	  reporting	  are	  useful	  in	  
describing	  what	  has	  happened	  in	  the	  past,	  but	  do	  not	  necessarily	  guide	  the	  analyst	  on	  how	  to	  meet	  
emerging	  needs	  of	  the	  future.	  


The	  second	  hurdle	  is	  transitioning	  from	  a	  siloed	  view	  to	  a	  horizontal,	  enterprise	  view	  of	  data.	  Any	  
analysis	  that	  is	  restricted	  to	  a	  single	  data	  source	  will,	  of	  course,	  be	  limited	  in	  its	  results.	  Alternatively,	  the	  
fusion	  of	  data	  from	  a	  broad	  variety	  of	  sources	  can	  significantly	  improve	  the	  kinds	  of	  insights	  that	  can	  be	  
derived	  by	  providing	  a	  macro	  view	  across	  an	  agency’s	  activities.	  


In	  essence,	  both	  of	  these	  issues	  are	  consequences	  of	  using	  conventional	  approaches	  to	  analysis	  that	  rely	  
on	  descriptive	  analytics.	  However,	  there	  is	  an	  emerging	  cadre	  of	  solutions	  providing	  more	  sophisticated	  
discovery,	  visualization,	  and	  predictive	  and	  prescriptive	  modeling	  capabilities.	  These	  tools,	  often	  
collectively	  referred	  to	  as	  “big	  data	  analytics,”	  enable	  complex	  analyses	  of	  massive	  structured	  and	  
unstructured	  data	  sets	  combined	  from	  many	  sources	  and	  extend	  the	  analyst’s	  arsenal	  beyond	  
descriptive	  analytics	  to	  include	  predictive	  and	  prescriptive	  analytics.	  


For	  government	  enterprises,	  the	  third	  (and	  in	  some	  ways	  most	  challenging)	  hurdle	  is	  less	  of	  a	  technical	  
issue	  and	  more	  one	  of	  process.	  It	  involves	  overcoming	  the	  inertial	  barriers	  that	  are	  common	  in	  public	  
sector	  organizations	  regarding	  the	  necessary	  change	  management	  associated	  with	  adopting	  new	  
technologies.	  In	  this	  paper,	  we	  introduce	  the	  concepts	  of	  big	  data	  analytics,	  and	  then	  discuss	  use	  cases	  
that	  would	  be	  excellent	  candidates	  for	  big	  data	  analytics	  applications.	  The	  paper	  then	  discusses	  the	  
challenges	  of	  introducing	  big	  data	  analytics	  into	  government	  environments,	  followed	  by	  suggestions	  for	  
incrementally	  evolving	  a	  big	  data	  analytics	  capability.	  Finally,	  the	  paper	  will	  discuss	  the	  features	  to	  look	  
for	  in	  big	  data	  analytics	  solutions	  that	  will	  support	  the	  incremental	  adoption	  while	  navigating	  the	  
challenges	  of	  the	  government	  environment.	  


What	  is	  Big	  Data	  Analytics?	  
Big	  data	  analytics	  combines	  tools	  and	  processes	  to	  enable	  individuals	  to	  analyze	  potentially	  massive	  
amounts	  of	  data	  in	  search	  of	  valuable	  information	  and	  insights.	  It	  blends	  tools	  with	  processes	  for	  
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examining	  large	  data	  sets	  to	  unearth	  hidden	  patterns,	  trends,	  citizen	  preferences,	  previously	  unknown	  
correlations,	  and	  other	  useful	  actionable	  knowledge.	  The	  analytical	  insight	  can	  then	  lead	  to	  better	  
citizen	  engagement,	  improved	  operational	  efficiency,	  cost	  savings,	  new	  revenue	  opportunities,	  and	  
more	  effective	  methods	  for	  ensuring	  compliance	  with	  government	  rules	  and	  regulations. 
Big	  data	  analytics	  solutions	  blend	  two	  characteristic	  features:	  they	  adapt	  established	  data	  analytics	  
techniques	  to	  analyze	  massive	  amounts	  of	  both	  structured	  data	  (that	  is,	  data	  organized	  into	  a	  defined	  
structure,	  such	  as	  collections	  of	  records,	  database	  tables,	  or	  data	  extracted	  into	  comma-‐separated	  files)	  
and	  unstructured	  data	  (including	  documents,	  forms,	  call	  recordings,	  emails,	  text	  messages,	  web	  logs,	  
graphics,	  audio,	  or	  even	  video	  data,	  among	  others).	  These	  analytics	  solutions	  empower	  analysts	  to	  
create	  analytical	  models	  that	  help	  predict	  behaviors	  and	  guide	  application	  users	  in	  best	  ways	  to	  respond	  
to	  opportunities	  for	  creating	  value.	  


These	  predictive	  and	  prescriptive	  models	  can	  be	  deployed	  on	  production	  high	  performance	  big	  data	  
platforms	  (relying	  on	  massive	  parallelism	  and	  scalable	  distributed	  storage	  systems)	  to	  quickly	  scan,	  filter,	  
and	  analyze	  many	  different	  huge	  data	  streams.	  	  Embedding	  these	  models	  within	  applications	  provides	  
users	  with	  operational	  intelligence	  to	  help	  anticipate	  opportunities	  and	  guide	  business	  analysts	  with	  
suggestions	  about	  how	  to	  adapt	  to	  take	  advantage	  of	  those	  opportunities,	  often	  within	  a	  near	  real-‐time	  
window.	  


While	  the	  adoption	  of	  big	  data	  analytics	  in	  the	  commercial	  sector	  is	  often	  motivated	  by	  improving	  
precision	  marketing	  or	  increasing	  sales	  volumes,	  we	  will	  see	  that	  there	  are	  many	  applications	  within	  the	  
public	  sector	  that	  can	  be	  radically	  enhanced	  through	  the	  use	  of	  big	  data	  analytics.	  The	  fusion	  of	  data	  
from	  multiple	  data	  sources	  provides	  a	  much	  richer	  visibility	  into	  the	  types	  of	  analyses	  that	  enhance	  the	  
connection	  between	  government	  agencies	  and	  the	  constituents	  they	  serve.	  The	  promise	  of	  combining	  
and	  blending	  all	  the	  data	  from	  existing	  operational	  systems	  for	  citizen	  engagement,	  polls,	  surveys,	  and	  
even	  census	  data	  is	  the	  ability	  to	  gain	  much	  richer	  insights	  for	  improving	  the	  delivery	  of	  services,	  
reducing	  operating	  costs,	  and	  increasing	  citizen	  safety.	  


Use	  Cases	  for	  Big	  Data	  Analytics	  in	  Government	  
There	  are	  many	  opportunities	  for	  gaining	  advantage	  using	  analytics	  technologies	  in	  the	  government	  
context.	  At	  the	  same	  time,	  the	  key	  stakeholders	  within	  any	  public	  sector	  department	  or	  agency	  will	  
require	  that	  there	  be	  a	  clear	  articulation	  of	  the	  value	  of	  adopting	  a	  new	  technology.	  For	  government	  
agency	  missions,	  this	  is	  most	  likely	  defined	  in	  terms	  of	  improved	  outcomes	  of	  government	  programs,	  
reduced	  operational	  costs,	  enhanced	  delivery	  of	  services,	  and	  generally	  in	  terms	  of	  greater	  agility	  in	  
achieving	  program	  goals.	  	  


Specific	  opportunities	  for	  improvement	  that	  can	  benefit	  from	  the	  different	  types	  of	  predictive	  and	  
prescriptive	  analytics	  applied	  to	  the	  fusion	  of	  high-‐volume	  data	  sets	  typically	  share	  these	  characteristics:	  


• Ingestion	  and	  use	  of	  massive	  data	  volumes	  –	  This	  includes	  those	  agency	  activities	  and	  
processes	  that	  are	  subject	  to	  ingesting,	  managing,	  or	  processing	  increasing	  data	  volumes.	  
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• Dependent	  on	  significant	  data	  variety	  –	  This	  includes	  those	  government	  operations	  and	  


services	  that	  can	  benefit	  from	  the	  potential	  for	  extracting	  meaningful	  pieces	  of	  information	  from	  
data	  coming	  from	  different	  sources	  with	  varied	  structure	  and	  content.	  


• Analytics	  Intensity	  –	  This	  encompasses	  those	  analyses	  that	  are	  very	  processing-‐heavy,	  such	  as	  
complex	  algorithms	  with	  heavy	  computational	  requirements,	  broad-‐based	  pattern	  analysis,	  or	  
heuristic	  optimization	  algorithms.	  


• Potential	  for	  Distribution	  and	  Parallelization	  –	  This	  includes	  those	  processes	  whose	  
computation	  is	  able	  to	  be	  broken	  down	  into	  smaller	  units	  of	  work	  that	  can	  be	  distributed	  and	  
then	  be	  executed	  simultaneously.	  	  


All	  of	  the	  following	  use	  cases	  share	  these	  characteristics	  and	  would	  be	  excellent	  candidates	  for	  big	  data	  
analytics	  applications.	  


Fraud,	  Waste,	  and	  Abuse	  
In	  many	  cases,	  the	  processes	  for	  identifying	  fraud,	  waste,	  and	  abuse	  are	  limited	  to	  detecting	  undesired	  
transactions	  that	  have	  already	  taken	  place	  and	  attempting	  to	  recover	  already-‐made	  improper	  payments.	  
Consider	  health	  care	  fraud	  –	  according	  to	  a	  recent	  Economist	  article,	  in	  2012	  it	  was	  estimated	  that	  
“fraud	  added	  as	  much	  as	  $98	  billion,	  or	  roughly	  10%,	  to	  annual	  Medicare	  and	  Medicaid	  spending…”	  yet	  
the	  “…	  sheer	  volume	  of	  transactions	  makes	  it	  easier	  for	  miscreants	  to	  hide,”	  demonstrating	  that	  the	  
analytical	  complexity	  and	  data	  volume	  pose	  clear	  challenges	  to	  fraud	  detection,	  let	  alone	  prevention1.	  


However,	  that	  is	  the	  goal	  of	  using	  big	  data	  analytics	  for	  analyzing	  fraud,	  waste,	  and	  abuse:	  employ	  
analytical	  models	  to	  identify	  collaborative	  methods	  of	  fraud	  and	  abuse,	  more	  effectively	  identify	  
fraudulent	  activity,	  trigger	  investigations	  sooner,	  and	  prevent	  improper	  payments	  from	  being	  made	  in	  
the	  first	  place.	  	  


Whether	  you	  are	  looking	  at	  preventing	  health	  care	  payment	  fraud,	  social	  services	  fraud,	  or	  even	  
spending	  fraud	  and	  waste	  in	  both	  civilian	  and	  defense	  agencies,	  preventive	  fraud	  analysis	  requires	  the	  
ingestion	  and	  analysis	  of	  massive	  amounts	  of	  structured	  data	  sets	  of	  transactions	  from	  a	  wide	  variety	  of	  
organizations,	  demographic	  data	  gleaned	  from	  a	  variety	  of	  sources,	  as	  well	  as	  information	  extracted	  
from	  unstructured	  sources.	  The	  outcome	  of	  this	  process	  includes	  computationally-‐intensive	  analytical	  
models	  for	  continuously	  monitoring	  transactions	  to	  detect	  behavior	  patterns	  indicative	  of	  waste	  and	  
fraud.	  


Cyber	  Security	  
Cyber	  security	  has	  rocketed	  to	  prominence	  in	  terms	  of	  its	  debilitating	  effect	  on	  commercial	  businesses.	  
In	  response	  to	  the	  ongoing	  massive	  cyber	  security	  attacks	  on	  commercial	  companies	  such	  as	  Target,	  
Sony,	  and	  Anthem,	  in	  which	  gargantuan	  amounts	  of	  private	  personal	  data	  and	  intellectual	  property	  are	  
being	  stolen,	  the	  US	  Federal	  Government	  is	  passing	  legislation	  regarding	  the	  sharing	  of	  corporate	  data	  


	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
1	  “The	  $272	  Billion	  Swindle,”	  Economist	  May	  31,	  2014,	  see	  http://www.economist.com/news/united-‐
states/21603078-‐why-‐thieves-‐love-‐americas-‐health-‐care-‐system-‐272-‐billion-‐swindle	  
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with	  federal	  investigators2.	  Yet	  cyber	  security	  is	  a	  not	  only	  a	  commercial	  concern	  –	  all	  government	  
agencies	  as	  well	  as	  the	  arms	  of	  the	  military	  must	  implement	  a	  strategy	  to	  understand	  patterns,	  and	  then	  
detect	  and	  prevent	  data	  breaches.	  


Identifying	  potential	  cyber	  attacks	  involves	  analytics	  applications	  for	  monitoring	  network	  activities	  and	  
access	  behaviors	  to	  identify	  known	  and	  suspicious	  patterns	  of	  access	  indicative	  of	  a	  breach,	  including	  
denial	  of	  service	  attacks,	  data	  leakage	  and	  disclosure,	  defacement/modification	  of	  Web	  sites,	  and	  
detection	  of	  cyber	  espionage.	  Cyber	  security	  analytics	  applications	  must	  be	  able	  to	  consume	  massive	  
amounts	  of	  data,	  from	  many	  different	  high-‐speed	  streams,	  composing	  a	  wide	  variety	  of	  structures,	  
formats,	  and	  content,	  ranging	  from	  typical	  web	  transaction	  logs,	  DNS	  transactions,	  NetFlow,	  alerts,	  
configuration	  data,	  emails	  (with	  embedded	  viruses	  and	  worms),	  images,	  all	  the	  way	  to	  social	  networking	  
data.	  


Cyber	  security	  is	  a	  perfect	  example	  of	  an	  analytics	  application	  with	  immediate	  value.	  It	  provides	  a	  wide	  
range	  of	  analytical	  models	  performing	  numerous	  comparisons	  to	  large	  knowledge	  base	  of	  known	  
patterns,	  as	  well	  as	  continuous	  analysis	  for	  identifying	  emerging	  patterns	  of	  suspicious	  behavior.	  	  


Military	  Data	  Fusion	  
The	  different	  divisions	  of	  the	  military	  often	  rely	  on	  many	  various	  data	  fusion	  activities	  intended	  to	  
combine	  data	  in	  a	  variety	  of	  formats	  to	  provide	  a	  real-‐time	  operational	  view	  of	  the	  battlefield.	  As	  
greater	  volumes	  of	  data	  are	  streamed	  at	  progressively	  faster	  speeds,	  there	  will	  continue	  to	  be	  a	  need	  for	  
more	  efficient	  platforms	  and	  systems	  to	  integrate	  and	  analyze	  massive	  amounts	  of	  scientific	  or	  
engineering	  data,	  such	  as	  power	  grid,	  weather,	  or	  climate	  data.	  	  In	  addition,	  machine-‐generated	  data,	  
text	  data,	  images,	  audio,	  and	  video	  may	  be	  streamed	  from	  many	  other	  sources,	  including	  unmanned	  
aerial	  drones,	  ground	  sensors,	  radar	  systems,	  and	  other	  types	  of	  devices	  and	  machines.	  	  


Military	  data	  fusion	  provides	  ample	  use	  cases	  for	  high-‐performance	  analytics,	  as	  massive	  amounts	  of	  
data	  that	  are	  streamed	  at	  progressively	  faster	  speeds	  must	  be	  collected	  and	  fused.	  A	  combination	  of	  
event	  stream	  processing,	  discovery	  analytics,	  and	  predictive	  and	  prescriptive	  models	  depend	  on	  
algorithms	  requiring	  scalable	  analysis	  across	  conceptual	  meshes	  and	  grids.	  


Public	  Safety	  
Public	  safety	  is	  an	  ongoing	  concern	  with	  responsibilities	  and	  expectations	  that	  span	  all	  levels	  of	  
government,	  from	  assurance	  of	  national	  security	  down	  to	  crime	  management	  and	  remediation	  in	  local	  
jurisdictions.	  Enabling	  greater	  precision	  and	  accuracy	  in	  public	  safety	  assurance	  not	  only	  streamlines	  the	  
operations	  of	  processes,	  it	  can	  save	  lives.	  Some	  examples	  of	  big	  data	  analytics	  use	  cases	  for	  public	  safety	  
include:	  	  


	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
2	  Jennifer	  Steinhauer,	  “House	  Passes	  Cybersecurity	  Bill	  After	  Companies	  Fall	  Victim	  to	  Data	  Breaches,”	  
New	  York	  Times	  April	  23.	  2015,	  see	  http://www.nytimes.com/2015/04/23/us/politics/computer-‐
attacks-‐spur-‐congress-‐to-‐act-‐on-‐cybersecurity-‐bill-‐years-‐in-‐making.html?_r=0	  
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• Assisting	  first	  responders	  in	  the	  event	  of	  a	  natural	  disaster,	  terrorist	  attack,	  or	  a	  manmade	  


disaster	  with	  increased	  awareness	  of	  points	  of	  most	  critical	  need	  for	  support.	  
• Monitoring	  social	  network	  communications	  from	  among	  a	  wide	  variety	  of	  channels	  (including	  


common	  ones	  like	  Facebook	  and	  Twitter	  as	  well	  as	  less	  commonly	  used	  sites	  for	  data	  exchange)	  
and	  analyzing	  connections	  to	  identify	  and	  isolate	  key	  influential	  individuals,	  with	  the	  objective	  of	  
anticipating	  potential	  public	  safety	  incidents.	  


• Identifying	  potential	  security	  threats	  or	  safety	  threats	  by	  discovering	  connections	  that	  link	  
crimes,	  locations,	  and	  individuals	  who	  might	  be	  suspects.	  	  


• Providing	  preemptive	  crime	  prediction,	  in	  which	  analytical	  models	  take	  data	  from	  a	  wide	  variety	  
of	  sources	  and	  reflect	  trends	  and	  connections	  that	  might	  indicate	  locations	  that	  might	  be	  
imminent	  targets	  of	  new	  criminal	  activity.	  


Each	  of	  these	  analyses	  and	  corresponding	  analytical	  models	  employ	  large	  collections	  of	  data,	  potentially	  
sourced	  from	  a	  variety	  of	  heterogeneous	  data	  sets	  (both	  structured	  and	  unstructured)	  to	  enable	  the	  
creation	  of	  simulation	  and	  analysis	  models.	  


Improvements	  for	  Social	  Services	  
There	  are	  two	  ways	  that	  big	  data	  analytics	  can	  benefit	  the	  provision	  of	  social	  services	  and	  benefits.	  The	  
first	  is	  from	  an	  analytic	  perspective	  regarding	  the	  analysis	  of	  trends	  and	  correlations	  associated	  with	  the	  
services.	  Examples	  include	  blending	  geographic	  and	  demographic	  data	  with	  frequency	  of	  social	  services	  
events	  (such	  as	  home-‐based	  visits,	  requests	  for	  assistance,	  reports	  of	  domestic	  violence,	  child	  support	  
enforcement,	  or	  determination	  of	  school	  truancy)	  over	  periods	  of	  time	  to	  	  


• Better	  understand	  potential	  for	  desirable	  outcomes	  in	  more	  precisely-‐scoped	  social	  
environments.	  


• Improve	  and	  streamline	  provision	  of	  services	  by	  the	  government	  officials	  to	  achieve	  better	  
outcomes.	  


• Prediction	  of	  migration	  of	  populations	  requiring	  increased	  social	  services	  support	  to	  help	  in	  
branch	  office	  location	  and	  professional	  staffing.	  


• Develop	  models	  for	  proactively	  reaching	  out	  to	  recipients	  and	  beneficiaries	  to	  encourage	  them	  
to	  remain	  aligned	  with	  service	  programs.	  


The	  second	  way	  is	  purely	  an	  operational	  view	  focusing	  on	  optimizing	  the	  operations	  for	  providing	  
services.	  This	  perspective	  looks	  to	  accumulate	  detailed	  data	  about	  operations,	  such	  as	  all	  touch	  points	  
ranging	  from	  an	  individual	  entering	  a	  branch	  office,	  to	  filling	  out	  forms	  online,	  to	  speaking	  with	  the	  
customer	  support	  call	  center,	  all	  as	  a	  way	  of	  identifying	  bottlenecks	  in	  the	  process	  that	  either	  increase	  
operational	  costs,	  slow	  the	  evaluation	  of	  requests	  for	  initiating	  services,	  slow	  the	  review	  and	  
adjudication	  of	  appeals,	  or	  enable	  improper	  payments.	  


Both	  of	  these	  perspectives	  reflect	  use	  cases	  for	  developing	  analytical	  models	  based	  on	  the	  collection	  and	  
use	  of	  large	  data	  sets	  from	  different	  sources,	  some	  structured	  (such	  as	  transaction	  records	  from	  all	  
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events	  taking	  place	  at	  thousands	  of	  branch	  offices)	  to	  unstructured	  (such	  as	  notes	  attached	  to	  a	  
beneficiary’s	  records	  documented	  by	  a	  government	  social	  worker	  or	  service	  agent).	  


Web	  Analytics	  
Government	  agency	  web	  sites	  have	  not	  only	  become	  the	  primary	  platform	  through	  which	  information	  is	  
disseminated	  to	  the	  public,	  they	  have	  also	  evolved	  into	  the	  platforms	  for	  citizen-‐government	  operations.	  
For	  example,	  the	  www.healthcare.gov	  website	  was	  directed	  by	  the	  Affordable	  Care	  Act	  was	  essentially	  
intended	  to	  provide	  a	  full	  eCommerce	  platform	  for	  enrollment	  in	  health	  insurance	  plans,	  and	  goes	  way	  
beyond	  publishing	  articles	  about	  agency	  objectives	  and	  contact	  information.	  


Hundreds	  of	  millions	  of	  citizens	  accessing	  a	  wide	  variety	  of	  web	  sites	  managed	  by	  each	  of	  the	  agencies	  
generates	  a	  huge	  amount	  of	  web	  log	  and	  statistic	  data.	  This	  is	  yet	  another	  government	  use	  case	  that	  can	  
benefit	  from	  big	  data	  analytics	  to	  develop	  models	  to	  help	  in:	  


• Empowering	  citizens	  to	  access	  the	  information	  they	  are	  seeking	  
• Understanding	  the	  demographic	  segments	  associated	  with	  web	  visitors	  
• Determining	  where	  there	  gaps	  in	  the	  digital	  interface	  are	  impacting	  achievement	  of	  desired	  


outcomes.	  
• Reviewing	  transaction	  histories	  to	  improve	  system	  performance.	  
• Enhancing	  digital	  marketing	  efforts	  for	  engagement	  and	  enrollment	  in	  government	  programs.	  


Statutory	  and	  Regulatory	  Compliance	  
The	  breadth	  of	  laws	  and	  regulations	  to	  which	  government	  agencies	  must	  comply	  is	  immense,	  especially	  
in	  the	  context	  of	  strict	  rules	  regarding	  data	  collection,	  retention,	  storage,	  archiving,	  management,	  
security,	  and	  especially	  data	  protection.	  And	  with	  the	  growth	  of	  means	  by	  which	  various	  unstructured	  
data	  artifacts	  are	  brought	  under	  agency	  administration,	  the	  ability	  to	  ensure	  auditable	  compliance	  with	  
these	  laws	  becomes	  increasingly	  complex.	  


For	  example,	  text	  analytics	  can	  be	  applied	  to	  massive	  document	  repositories	  to	  identify	  those	  
documents	  containing	  personally	  identifiable	  information	  that	  requires	  adequate	  protections.	  Another	  
example	  would	  evaluate	  data	  usage	  and	  frequency	  patterns	  to	  establish	  reasonable	  means	  of	  ensuring	  
that	  data	  retention	  policies	  are	  being	  observed.	  


Alternatively,	  agencies	  responsible	  for	  ensuring	  observance	  of	  the	  law	  can	  benefit	  from	  big	  data	  
analytics,	  especially	  in	  light	  of	  dwindling	  operational	  budgets.	  For	  example,	  the	  Internal	  Revenue	  Service	  
(IRS)	  has	  reported	  on	  a	  project	  plan	  to	  develop	  infrastructure	  providing	  the	  agency	  with	  a	  “massively	  
parallel	  processing	  capability	  to	  support	  many	  projects	  that	  have	  a	  need	  for	  case	  identification,	  selection,	  
prioritization	  and	  delivery	  and	  compliance	  and	  decision	  analytics.3”	  Each	  aspect	  of	  this	  capability	  
supports	  the	  collection	  of	  taxes. 


	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
3	  See	  http://www.irs.gov/pub/irs-‐utl/BDA_pia.pdf	  
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A	  third	  example	  is	  the	  potential	  for	  improving	  compliance	  with	  government	  procurement	  policies.	  Using	  
big	  data	  analytics	  for	  spend	  analysis	  and	  vendor	  compliance	  can	  identify	  opportunities	  for	  cost	  savings	  
while	  also	  highlighting	  vendors	  not	  performing	  according	  to	  government	  procurement	  rules	  and	  
regulations.	  


The	  Challenges	  of	  Introducing	  Big	  Data	  Analytics	  in	  Government	  
Environments	  
There	  are	  many	  obvious	  opportunities	  for	  creating	  value	  in	  the	  public	  sector	  by	  embracing	  big	  data	  
analytics.	  However,	  the	  desire	  of	  government	  data	  analysts	  to	  adopt	  high-‐performance	  platforms	  and	  
expand	  the	  use	  of	  advanced	  analytics	  using	  massive	  data	  volumes	  is	  often	  hampered	  by	  the	  quirks	  that	  
often	  characterize	  the	  typical	  government	  technology	  enterprise.	  


Many	  agencies	  organize	  their	  activities	  as	  siloed	  programs	  focused	  on	  supporting	  legislative	  initiatives	  
and	  objectives	  without	  considering	  ways	  to	  leverage	  existing	  investments.	  Tasks	  are	  organized	  into	  
collects	  of	  funded	  projects,	  often	  with	  system	  design	  and	  implementation	  that	  is	  isolated	  from	  other	  
agency	  activities.	  Competing	  government	  contractors	  are	  solicited	  for	  proposals	  for	  the	  project	  work,	  
which	  is	  many	  cases	  turns	  into	  series	  of	  short-‐term	  contracts	  for	  building	  systems,	  followed	  by	  medium-‐
term	  and	  long-‐term	  contracts	  for	  continuing	  operations	  and	  maintenance	  of	  deployed	  systems.	  These	  
factors	  culminate	  in	  the	  continuous	  management	  and	  long-‐term	  institutionalization	  of	  minimally	  
integrated	  legacy	  platforms.	  	  


In	  reality,	  there	  are	  some	  key	  factors	  that	  create	  artificial	  boundaries	  complicating	  the	  introduction	  of	  
any	  kind	  of	  innovative	  application	  or	  emerging	  technology	  (such	  as	  big	  data	  platforms	  or	  big	  data	  
analytics)	  into	  the	  government	  enterprise,	  such	  as:	  


• Management	  turnover:	  The	  typical	  civil	  servant	  may	  remain	  employed	  by	  the	  government	  for	  a	  
relatively	  long	  time,	  but	  the	  tenure	  of	  higher-‐level	  managers	  and	  directors	  is	  often	  limited,	  
either	  because	  of	  promotions,	  temporary	  details,	  or	  changes	  in	  administration	  (for	  appointed	  
positions).	  High-‐level	  staff	  turnover	  impacts	  the	  success	  of	  longer-‐term	  projects	  (such	  as	  the	  
adoption	  of	  new	  technologies)	  when	  there	  are	  gaps	  in	  continuous	  management	  championing	  
and	  oversight.	  


• Diminishing	  Skills:	  Unfortunately,	  the	  reliance	  on	  aging	  technology	  implies	  that	  there	  is	  also	  a	  
diminishing	  community	  of	  people	  with	  the	  expertise	  to	  keep	  it	  working.	  The	  result	  is	  that	  the	  
available	  staff	  must	  be	  dedicated	  to	  system	  management	  and	  operations;	  few,	  if	  any	  resources	  
would	  be	  available	  to	  devise	  and	  create	  analytical	  applications.	  


• The	  Need	  for	  Ease	  of	  Use:	  All	  agencies	  have	  a	  community	  of	  analysts	  and	  users	  with	  a	  broad	  
range	  of	  technical	  experience	  and	  skills.	  To	  achieve	  the	  desired	  benefits	  from	  big	  data	  analytics,	  
it	  would	  be	  good	  to	  have	  a	  platform	  in	  which	  subject	  matter	  experts	  can	  work	  with	  predefined	  
applications	  that	  embed	  analytics	  without	  forcing	  them	  to	  acquire	  statistical	  and	  analytical	  
expertise.	  At	  the	  same	  time,	  you	  want	  to	  empower	  data	  scientists	  to	  with	  refined	  technical	  
analytical	  skills	  to	  explore	  more	  complex	  models	  that	  use	  massive	  data	  sets.	  
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• Legacy	  Investment:	  There	  is	  a	  desire	  to	  continue	  to	  extract	  value	  from	  prior	  years’	  investments	  


in	  computing	  platforms.	  Consequently,	  government	  organizations	  are	  often	  committed	  to	  
sustaining	  an	  aging	  legacy	  environment	  with	  complex	  integration	  needs	  and	  requiring	  ongoing	  
operations	  and	  management	  support.	  


• Environmental	  Complexity:	  The	  process	  of	  devising	  advanced	  analytics	  applications	  that	  
consume	  growing	  data	  volumes	  often	  begins	  with	  accumulating	  the	  data	  to	  be	  analyzed	  
together	  at	  a	  dedicated	  system.	  However,	  the	  desire	  to	  acquire	  the	  data	  in	  a	  single	  platform	  on	  
which	  big	  data	  analytics	  can	  be	  implemented	  is	  impeded	  by	  the	  complexity	  of	  the	  de	  facto	  
architecture,	  in	  which	  there	  are	  numerous	  siloed	  systems	  that	  are	  minimally	  connected	  and	  are	  
infrequently	  synchronized.	  This	  limits	  data	  accessibility	  as	  well	  as	  limits	  data	  analyst	  agility,	  and	  
both	  are	  worsened	  by	  contractor	  and	  project	  isolation.	  


• Resistance	  to	  change:	  When	  there	  is	  a	  perception	  that	  a	  technology	  like	  big	  data	  analytics	  is	  
being	  positioned	  as	  a	  replacement	  to	  existing	  reporting	  and	  analysis	  tools,	  there	  is	  bound	  to	  be	  
resistance.	  


• Funding:	  Despite	  the	  perceived	  value	  of	  any	  emerging	  technology,	  there	  are	  always	  going	  to	  be	  
conflicts	  about	  the	  allocation	  of	  funds	  for	  technology.	  This	  challenge	  becomes	  more	  acute	  in	  a	  
variety	  of	  situations,	  such	  as	  when	  one	  wants	  to	  use	  money	  that	  has	  been	  earmarked	  for	  tasks	  
associated	  with	  a	  specific	  legislative	  program,	  when	  budget	  dollars	  are	  being	  swept	  from	  project	  
underruns,	  when	  there	  is	  money	  available	  for	  proofs-‐of-‐concept	  but	  not	  for	  productionalization,	  
or	  any	  other	  number	  of	  budget-‐tightening	  scenarios.	  


Individually	  any	  of	  these	  factors	  can	  be	  an	  inconvenience,	  but	  together,	  these	  present	  a	  formidable	  set	  
of	  challenges	  that	  must	  be	  overcome	  when	  motivating	  strategic	  initiatives	  such	  as	  big	  data	  analytics.	  


Evolving	  the	  Big	  Data	  Analytics	  Capability:	  Incremental	  Adoption	  to	  
Democratize	  Analytics	  
Interestingly,	  few,	  if	  any,	  of	  these	  factors	  are	  strictly	  technology	  issues.	  Rather,	  these	  are	  organizational	  
challenges	  that	  require	  the	  technology	  strategist	  to	  devise	  an	  evolutionary	  plan	  for	  innovation	  in	  a	  way	  
that	  finesses	  the	  objections	  raised	  by	  the	  challenges.	  That	  suggests	  an	  alternate	  approach	  of	  staged	  
introduction	  of	  advance	  analytics	  technologies	  that	  are	  complementary	  to	  the	  components	  of	  the	  
existing	  system	  infrastructure.	  	  


In	  this	  approach,	  the	  goal	  is	  to	  identify	  situations	  where	  the	  new	  technology	  can	  be	  easily	  and	  rapidly	  
adapted	  to	  address	  emerging	  opportunities	  without	  disrupting	  the	  status	  quo.	  For	  example,	  some	  
aspects	  of	  incrementally	  introducing	  big	  data	  analytics	  would	  concentrate	  on	  


• Maintaining	  interoperability	  with	  legacy	  systems	  that	  are	  incumbent	  within	  the	  enterprise.	  
• Leveraging	  high-‐performance	  platforms	  to	  which	  the	  organization	  has	  already	  committed.	  
• Easily	  enabling	  non-‐experts	  to	  “test-‐drive”	  the	  advanced	  analytics	  models.	  
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• Providing	  an	  upgrade	  path	  for	  scaling	  up	  performance	  to	  analyze	  massive	  amounts	  of	  data	  and	  


new	  data	  sources,	  such	  as	  machine	  and	  social	  media,	  as	  the	  demand	  grows.	  
• Enabling	  development	  of	  analytics	  applications	  that	  can	  take	  advantage	  of	  newly	  acquired	  


parallel	  and	  distributed	  system	  technology	  as	  it	  is	  brought	  into	  the	  environment.	  


This	  suggests	  choosing	  a	  framework	  for	  developing	  big	  data	  analytics	  applications	  using	  a	  platform	  that	  
can	  scale	  linearly,	  evolve	  organically,	  and	  enable	  a	  broader	  community	  of	  data	  analysts	  over	  time.	  Not	  
only	  will	  this	  help	  democratize	  the	  exploitation	  of	  advanced	  analytics	  for	  big	  data,	  it	  will	  allow	  you	  to	  
incrementally	  move	  away	  from	  the	  legacy	  platforms	  that	  are	  not	  well-‐suited	  for	  those	  kinds	  of	  big	  data	  
analytics	  applications	  without	  disrupting	  their	  core	  functions.	  	  


What	  to	  Look	  For	  in	  a	  Big	  Data	  Analytics	  Solution	  
Developing	  consensus	  around	  big	  data	  analytics	  platforms	  and	  tools	  means	  choosing	  a	  product	  with	  
characteristics	  that	  appeal	  to	  a	  broad	  array	  of	  analytics	  consumers,	  accommodating	  both	  the	  
burgeoning	  cadre	  of	  data	  scientists	  and	  at	  the	  same	  time	  allowing	  non-‐experts	  to	  easily	  use	  the	  analysis	  
functionality	  that	  will	  enable	  all	  to	  devise	  and	  then	  benefit	  from	  analytic	  models.	  These	  tools	  should	  
support	  the	  ingestion,	  analysis,	  and	  utilization	  of	  massive	  data	  sets	  of	  varying	  forms,	  as	  well	  as	  embrace	  
these	  kinds	  of	  characteristics	  on	  the	  following	  checklist:	  


• High	  Performance,	  so	  that	  applications	  can	  be	  developed	  to	  take	  advantage	  of	  data	  sets	  of	  
increasing	  size	  and	  volume	  without	  imposing	  any	  delays	  in	  processing.	  


• Massive	  Parallelism,	  to	  enable	  applications	  to	  improve	  performance	  linearly	  as	  demand	  
increases,	  thereby	  providing	  both	  scalability	  and	  elasticity.	  


• Ease	  of	  Use,	  so	  that	  individuals	  without	  experience	  in	  analytics	  are	  able	  to	  take	  advantage	  of	  a	  
range	  of	  analytical	  models	  and	  application	  without	  requiring	  expertise	  or	  a	  significant	  training	  
burden.	  


• Simplifies	  application	  development	  by	  providing	  a	  development	  environment	  that	  simply	  
enables	  assembly	  of	  applications	  embedding	  analytical	  models.	  


• Interoperability	  and	  ease	  of	  integration	  so	  that	  the	  big	  data	  analytics	  platform	  can	  be	  brought	  
into	  and	  incorporated	  into	  the	  enterprise	  without	  giving	  the	  impression	  that	  is	  requires	  ripping	  
out	  and	  replacing	  existing	  and	  trusted	  (albeit	  legacy)	  infrastructure.	  


• Adaptable	  to	  a	  Unified	  Platform,	  so	  that	  as	  there	  is	  recognition	  of	  the	  its	  value	  and	  an	  increase	  
in	  enterprise-‐wide	  adoption,	  the	  platform	  can	  be	  easily	  expanded.	  


• Provide	  data	  accessibility,	  with	  compatibility	  with	  all	  Relational,	  Open	  Source	  HDFS	  and	  NoSQL	  
stores	  to	  enable	  easy	  ingestion	  and	  analysis	  of	  a	  variety	  of	  data	  sources.	  


• Compatible	  with	  unstructured	  data,	  and	  is	  able	  to	  handle	  a	  wide	  extent	  of	  types	  of	  
unstructured	  data	  artifacts,	  including	  forms,	  emails,	  recorded	  calls,	  other	  audio	  files,	  graphs,	  
images,	  videos,	  among	  others.	  


Establish	  awareness	  of	  the	  vendor	  landscape.	  A	  number	  of	  vendors	  may	  already	  have	  established	  suites	  
of	  products	  within	  the	  government	  agency	  and	  offer	  limited	  versions	  of	  enterprise	  licensing.	  Yet	  the	  
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availability	  of	  one	  of	  a	  vendor’s	  products	  does	  not	  necessarily	  mean	  that	  the	  specific	  solution	  meets	  all,	  
or	  even	  any	  of	  the	  above	  criteria.	  In	  some	  ways,	  agency-‐wide	  licensing	  provides	  a	  sense	  of	  false	  security	  
that	  the	  agency’s	  problems	  will	  be	  adequately	  solved,	  and	  in	  fact	  may	  become	  an	  obstacle	  to	  acquiring	  
and	  more	  importantly,	  successfully	  employing	  leading	  edge	  analytical	  capabilities.	  


Focus	  your	  big	  data	  analytics	  strategy	  in	  a	  way	  that	  allows	  you	  to	  evolve	  the	  capability.	  Start	  from	  the	  
value	  proposition	  by	  identifying	  those	  use	  cases	  (such	  as	  those	  we	  have	  presented	  in	  this	  paper)	  that	  are	  
of	  the	  greatest	  interest	  within	  the	  agency.	  Next,	  use	  the	  checklist	  of	  criteria	  to	  identify	  candidate	  
vendors	  whose	  platform,	  analytics	  models,	  and	  development	  environment	  are	  best	  suited	  to	  both	  
provide	  scalable	  performance	  yet	  be	  incrementally	  adopted	  within	  the	  government	  enterprise	  without	  a	  
significant	  launch	  effort.	  Finally,	  work	  with	  those	  best	  of	  breed	  vendors	  to	  develop	  a	  proof-‐of-‐concept	  
that	  can	  demonstrate	  how	  utilization	  and	  adoption	  will	  lead	  to	  significant	  value	  along	  the	  many	  different	  
government	  use	  cases.	  You	  will	  find	  that	  this	  approach	  will	  help	  to	  overcome	  the	  challenges	  of	  
introducing	  big	  data	  analytics	  into	  the	  government	  environment.	  
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